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MissionMission
The OSG Security Team responds to actual and potentialThe OSG Security Team responds to actual and potential

security vulnerabilities and incidents impacting OSG,security vulnerabilities and incidents impacting OSG,
and supports all of the OSG staff and resource providersand supports all of the OSG staff and resource providers

in improving the security of OSGin improving the security of OSG
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What We Do?What We Do?
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Monitor Vulnerability ReportsMonitor Vulnerability Reports

To know when we are affected by aTo know when we are affected by a
security flawsecurity flaw
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Send Security Advisories toSend Security Advisories to
the communitythe community

If we are affected by a known securityIf we are affected by a known security
flaw, we send an advisoryflaw, we send an advisory

For critical issues in software we maintain, our target response time is 2
business days
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Maturing the SecurityMaturing the Security
ProgramProgram
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Conduct Security ExercisesConduct Security Exercises

To ensure the readiness to handle aTo ensure the readiness to handle a
real incident or attackreal incident or attack  
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Automate Machine-Automate Machine-
Repeatable processesRepeatable processes
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Assist Other TeamsAssist Other Teams

We assist Ops, User Support andWe assist Ops, User Support and
Packaging teams with informationPackaging teams with information

security expertise as requestedsecurity expertise as requested
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Single Sign-On (SSO)Single Sign-On (SSO)

11



Q & AQ & A
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Questions or Concern?Questions or Concern?
Email us atEmail us at

security@opensciencegrid.orgsecurity@opensciencegrid.org
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A password is like a toothbrush...A password is like a toothbrush...
Choose a good oneChoose a good one
Don't share it with anyoneDon't share it with anyone
Change it oftenChange it often
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Thank you!Thank you!
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