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https://indico.fnal.gov/event/8580/session/5/material/slides/0?contribId=47
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Open Science Grid
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Kubernetes
Deployment

* We are leveraging an already existing PRP Kubernetes federation
infrastructure maintained by SDSC.

* A shift in traditional grid deployment. The hardware and software
responsibilities are split. All software (including the cache) run on docker
containers (k8 pods) and it is maintained centrally. The local admins take care
of hardware issues (Ex: disk).

* On every node there is a perfsonar pod.This helps deliver a quality of service
since now network responsables (PRP) have full access.

* Our current Stashcache Containers can be found at https://github.com/
efajardo/prp-stashcache
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https://github.com/efajardo/prp-stashcache
https://github.com/efajardo/prp-stashcache

About our K8s
Deployment

It is managed by PRP this means the following:

* | do not maintain the Kubernetes deployment.

* | need to talk with the PRP every time | need a port open.

* For installing stshcache | need to ask to do a 'df to know
which mount to use for the cache.

SDSC SUPERCONPUTER CENTER 7 UC San Dieg()



How to deploy
Stashcache using
K8s

First create a general stash cache docker container

https://github.com/opensciencegrid/prp-stashcache/blob/master/Dockerfile
8%

OM centos:centos?

ADD hcc-testing.repo /etc/yum.repos.d/hcc-testing.repo
RUN yum -y install http://repo.opensciencegrid.org/osg/3.4/osg-3.4-el7-release-latest.rpm && \
yum -y install epel-release \

: yum-plugin-priorities && \
OSG Contalner yum -y install cronie && \

yum -y install stashcache-cache-server --enablerepo=osg-testing && \

yum -y install stashcache-cache-server-auth --enablerepo=osg-testing && \
yum -y update xrootd* --enablerepo=hcc-testing && \

yum -y install supervisor

ADD fetch-crl-kubernetes /etc/cron.d/fetch-crl-kubernetes

ESE}\/EerEil (::rC)r1 ADD refresh proxy /usr/local/sbin/refresh proxy

ADD fix certs.sh /usr/local/sbin/fix certs.sh

jc)k)ss ADD refresh proxy.cron /etc/cron.d/refresh-proxy
ADD grid-mapfile.ligo-cvmfs.py /usr/local/sbin/grid-mapfile.ligo-cvmfs.py
ADD generate gridmap.cron /etc/cron.d/generate-gridmap

RUN mkdir -p /var/log/supervisor
ADD supervisord.conf /etc/supervisord.conf

Supervisor is
the process in

tr]ea (3()r]t61|r163r l CMD ["/usr/bin/supervisord", "-c", "/etc/supervisord.conf"]
0
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RUN mkdir -p /xrdpfc/stash && chown -R xrootd:xrootd /xrdpfc

RUN adduser ligo



Supervisord (your
best friend)

https://github.com/opensciencegrid/prp-stashcache/blob/master/supervisord.conf

It is needed every time more than one process needs
oo B to be ran inside a pod.

command=xrootd -c /etc/xrootd/xrootd-stashcache-cache-server.cfg -k fifo -n stashcache-cache-server -k 10 -s /var/run/xrootd/xrootd-
stash.pid -1 /var/log/xrootd/xrootd.log

Stashcache-Server

autorestart=true

[program:secure-stashcache]
command=xrootd -c /etc/xrootd/xrootd-stashcache-cache-server.cfg -k fifo -n stashcache-cache-server-auth -k 10 -s /var/run/xrootd/xrootd-
stash-auth.pid -1 /var/log/xrootd/xrootd.log

user-xrootd Authenticated-Stashcache-Server

[program:xrootd-cmsd]
command=/usr/bin/cmsd -1 /var/log/xrootd/cmsd.log -c /etc/xrootd/xrootd-stashcache-cache-server.cfg -k fifo -s /var/run/xrootd/cmsd-
stash.pid -n stashcache-cache-server

e - Stashcache-cmsd

[program:stashcache-stats-collector]
command=/usr/sbin/stashcache --cache-path % (ENV_LOCAL_CACHE DIR)s -v

Stashcache-Collector

[program:crond]
command=/usr/sbin/crond -n
autorestart=true
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Create a yam file
per node

For example:

https://github.com/opensciencegrid/prp-stashcache/blob/master/k8s/stashcache-
amsterdam.yami

hostNetwork: true
nodeSelector:

kubernetes.io/hostname: fiona-r-uva.vlan7.uvalight.net
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Create a yam file
per node

initContainers:
- name: chowndata
image: busybox

command: ["sh", "-c", "chown -R 999:997 /data/stash"]

volumeMounts:
- name: datavol How the volume is exposed
mountPath: /data/stash t() Tfiéé F)()(j
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Create a yam file
per node

volumes:
- name : hostcert
hostPath:
path: /etc/grid-security/hostcert.pem
type: File
- name : hostkey
hostPath:
path: /etc/grid-security/hostkey.pem
type: File
- hame: config
configMap:
name: stashcache
- name: datavol
hostPath:
path: /data
type: Directory
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Managing
configurations

- name: config

mountPath: /etc/xrootd

- name: config
configMap:

name: stashcache

kubectl create configmap stashcache -n osg --from-file=xrootd-stashcache-cache-server.cfg=stashcache-server.cfg --from-file=Authfile-noauth=Authfile-
noauth --from-file=Authfile-auth=Authfile-auth --from-file=stashcache-robots.txt=stashcache-robots.txt --from-file=1lcmaps.cfg=1cmaps.cfg --from-
file=1ligo-voms-mapfile=1igo-voms-mapfile
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