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ML for Anomaly Detection

• How do we search for new physics in a model-agnostic way?


• Need two ingredients:


1. Signal sensitivity (anomaly score)


2. Background estimation
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Figure 2: Distribution of reconstruction error computed with a CNN autoencoder on test samples of
QCD background (gray) and two signals: tops (blue) and 400GeV gluinos (orange).

We see that the autoencoder works as advertised: it learns to reconstruct the QCD

background that it has been trained on (to be precise, we train on 100k QCD jets and

then we evaluate the autoencoder on a separate sample of QCD jets), and it fails to

reconstruct the signals that it has never seen before. This is further illustrated in Fig. 3,

which shows the average QCD, top and gluino jet image before and after autoencoder

reconstruction. We see by eye that the QCD images are reconstructed well on average,

while the others contain more errors.

By sliding the reconstruction loss threshold L > LS around, we can turn the his-

tograms in Fig. 2 into ROC curves. The ROC curves for the di↵erent autoencoder

architectures are shown in Fig. 4 for the top and gluino signals. For comparison we have

also included the ROC curve obtained by cutting on jet mass as an anomaly threshold.

While the three architectures have comparable performances it is clear there are some

important di↵erences. For tops, the CNN outperforms the others, while for gluinos the

situation is largely reversed. Surprisingly, for gluinos, the CNN is even outperformed

by the humble PCA autoencoder at all but the lowest signal e�ciencies! We will ex-

plore this in more detail in section 4.2, but a clue as to what’s going on is shown in

the comparison of the PCA ROC curve with the jet mass ROC curve. For gluinos,

they track each other extremely closely, suggesting that the PCA reconstruction error is

highly correlated with jet mass. We will confirm this in section 4.2. Evidently, the PCA

autoencoder (and to a lesser extent the dense autoencoder) has learned to reconstruct
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Both should be data-driven for a 
truly model-agnostic search
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Figure 1. The ABCD method is used to estimate the background in region A as NA =
NBNC

ND
. It requires the signal to be relatively localized in region A and the observables to

be independent on background. The shaded planes (left) or lines (right) denote thresholds

which isolate the signal in region A.

small uncertainties — either because the e↵ect itself is small, or because the correction

is robust. But such corrections, together with the fact that simple kinematic features

are typically not optimal discriminants of signal versus background, generally limit

the e↵ectiveness of the ABCD method and the sensitivity of the analysis in question.

(See [8], however, for a proposal for extending the ABCD method using higher-order

information when the features are not independent.)

In this paper, we will explore the systematic application of deep learning to the

ABCD method. Deep learning has already demonstrated impressive success in finding

observables that are e↵ective at discrimination [9–63] and that are uncorrelated with

other observables [64–79]. Building on previous success, we will aim to use deep learn-

ing to automate the selection of features used in the ABCD method, simultaneously

optimizing their discrimination power while ensuring their independence.

The main tool we will use in automating the ABCD method will be a recently pro-

posed method for training decorrelated deep neural networks [71]. This method uses

a well-known statistical measure of non-linear dependence known as Distance Correla-

tion (DisCo) [80–83]. DisCo is a function of two random variables (or samples thereof)

and is zero if and only if the variables are statistically independent, otherwise it is

positive. Therefore it can be added as a regularization term in the loss function of a

neural network to encourage the neural network output to be decorrelated against any

other feature. In [71] it was shown that DisCo decorrelation achieves state-of-the-art

decorrelation performance while being easier and more stable to train than approaches

– 3 –

from 2007.14400

https://arxiv.org/abs/1808.08992
https://arxiv.org/abs/2007.14400


ML for Anomaly Detection
Types of Anomaly Scores

• Low p(x) — outliers
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Figure 1: The schematic diagram of an autoencoder. The input is mapped into a low(er) dimensional
representation, in this case 6-dim, and then decoded.

threshold.

For concreteness, we will focus in this work on distinguishing “fat” QCD jets from

other types of heavier, boosted resonances decaying to jets. Building on previous work

on top tagging [12], we will concentrate on machine learning algorithms that take jet

images as inputs. For signal, we will consider all-hadronic top jets, as well as 400 GeV

gluinos decaying to 3 jets via RPV. Obviously, this is not meant to be an exhaustive

study of all possible backgrounds and signals and methods but is just meant to be a

proof of concept. The idea of autoencoders for anomaly detection is fully general and not

limited to these signals. We will comment on other forms of inputs in section 5. Moreover

there are many other anomaly detection techniques that are not based on autoencoder

and/or on reconstruction (loss) which are worth exploring in future work. At the same

time autoencoders have been recently used in other high energy physics applications:

in parton shower simulation [28], for feature selection of a supervised classification [30],

and for automated detection of detector aberrations in CMS [31].

We will explore various architectures for the autoencoder, from simple dense neural

networks to convolutional neural networks (CNNs), as well as a shallow linear represen-

tation in the form of Principal Component Analysis (PCA). We will see that while they

are all e↵ective at improving S/B by factors of ⇠ 10 or more, they have important dif-

ferences. The reconstruction errors of the dense and PCA autoencoders correlate more

highly with jet mass, leading to greater S/B improvement for the 400 GeV gluinos com-

pared to the CNN autoencoder. While this may seem better at first glance, we discuss

how one might want to use an autoencoder that is decorrelated with jet mass, in order

to obtain data-driven side-band estimates of the QCD background and perform a bump

hunt in jet mass. Indeed, we show how cutting on the reconstruction error of the CNN

autoencoder results in stable jet mass distributions, and we show how this can be used

to improve S/B by a factor of ⇠ 6 in a jet mass bump hunt for the 400 GeV gluino
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Autoencoders


Fully unsupervised


Farina, Nakai & DS 1808.08992

Heimel et al 1808.08979


and many more!!

Figure 2: Distribution of reconstruction error computed with a CNN autoencoder on test samples of
QCD background (gray) and two signals: tops (blue) and 400GeV gluinos (orange).

We see that the autoencoder works as advertised: it learns to reconstruct the QCD

background that it has been trained on (to be precise, we train on 100k QCD jets and

then we evaluate the autoencoder on a separate sample of QCD jets), and it fails to

reconstruct the signals that it has never seen before. This is further illustrated in Fig. 3,

which shows the average QCD, top and gluino jet image before and after autoencoder

reconstruction. We see by eye that the QCD images are reconstructed well on average,

while the others contain more errors.

By sliding the reconstruction loss threshold L > LS around, we can turn the his-

tograms in Fig. 2 into ROC curves. The ROC curves for the di↵erent autoencoder

architectures are shown in Fig. 4 for the top and gluino signals. For comparison we have

also included the ROC curve obtained by cutting on jet mass as an anomaly threshold.

While the three architectures have comparable performances it is clear there are some

important di↵erences. For tops, the CNN outperforms the others, while for gluinos the

situation is largely reversed. Surprisingly, for gluinos, the CNN is even outperformed

by the humble PCA autoencoder at all but the lowest signal e�ciencies! We will ex-

plore this in more detail in section 4.2, but a clue as to what’s going on is shown in

the comparison of the PCA ROC curve with the jet mass ROC curve. For gluinos,

they track each other extremely closely, suggesting that the PCA reconstruction error is

highly correlated with jet mass. We will confirm this in section 4.2. Evidently, the PCA

autoencoder (and to a lesser extent the dense autoencoder) has learned to reconstruct
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FIG. 1. Schematic view of the bump hunt. The signal (blue)
is localized in the signal region (SR). The background (red)
is estimated from a sideband region (SB).

optimal test statistic for a data-versus-background hy-
pothesis test [75].

Multiple strategies have been proposed for this task.
One approach is based on the Classification Without La-
bels (CWoLa) protocol [25, 26, 76] in which one trains a
classifier to distinguish the SR and SB data. One of the
biggest challenges with the CWoLa Hunting approach is
its high sensitivity to correlations between the features
x and m. Multiple variations of CWoLa Hunting have
been proposed to circumvent the correlation challenge,
such as Simulation Assisted Likelihood-free Anomaly De-
tection (Salad) [38] and Simulation-Assisted Decorrela-
tion for Resonant Anomaly Detection (SA-CWoLa) [52].

An alternative approach is to learn the two likeli-
hoods directly and then take the ratio. This is the core
idea behind Anomaly Detection with Density Estima-
tion (Anode) [39]. The SB is used to estimate pbg(x|m)
for the background (assuming little signal contamination
outside the SR). This likelihood is then interpolated into
the SR. Combined with an estimate of pdata(x|m) trained
in the SR, one can construct an estimate of the likelihood
ratio. The SB interpolation makes Anode robust to cor-
relations between x and m, although density estimation
is inherently more challenging than classification.

In this paper, we propose a new method which com-
bines the best of CWoLa Hunting and Anode. With
Classifying Anomalies THrough Outer Density Estima-
tion (Cathode), we train a density estimator to learn
the (usually smooth) background distribution in the SB
which we refer to as the “outer” region. Then we interpo-
late it into the SR, but rather than directly constructing
the likelihood ratio as in Anode (which would require
us to also separately learn pdata(x|m) in the SR), we in-
stead generate sample events from the trained, interpo-
lated background density estimator. These sample events

should follow pbg(x|m) in the SR. Finally, we train a clas-
sifier (as in CWoLa Hunting) to distinguish pdata(x|m)
from pbg(x|m) in the SR.

Using the R&D dataset [77] from the LHC Olympics
(LHCO) [59], we will show that Cathode achieves a level
of performance (as measured by the significance improve-
ment characteristic) that greatly surpasses both CWoLa
Hunting and Anode, across a wide range of signal cross
sections. Cathode easily outperforms Anode because it
does not have to directly learn pdata in the SR, and in par-
ticular does not have to learn the sharp increase in pdata
where the signal is localized in all of the features. Mean-
while, it outperforms CWoLa Hunting because of a com-
bination of two e↵ects: one is that in Cathode, we can
oversample the outer density estimator, leading to more
background events than CWoLa Hunting has access to
(CWoLa Hunting is limited to the actual data events in
the sideband region), and yielding a more powerful clas-
sifier. Secondly, the features are slightly correlated with
m in the LHCO R&D dataset, and this slightly degrades
the performance of CWoLa Hunting, while Cathode is
robust.

We also compare Cathode to a fully supervised classi-
fier (i.e. trained on labeled signal and background events)
and an “idealized anomaly detector” (trained on data
vs. perfectly simulated background). The latter places
an upper bound on the performance of any data-vs-
background anomaly detection technique, and we show
how Cathode essentially saturates its performance.
This means that for the first time, a fully-simulation-
independent anomaly detection method has been demon-
strated to achieve the theoretical upper bound in sensi-
tivity to new physics. The Cathode method is basically
the best that it could possibly be.

Finally, as in [39], we study the case where x and m
are correlated, by adding artificial linear correlations to
two of the features in x. Again we show that Cathode
(like Anode, and unlike CWoLa Hunting) is largely ro-
bust against such correlations, and continues to match
the performance of the idealized anomaly detector.

In this work, we will concern ourselves solely with sig-
nal sensitivity, and reserve the problem of background
estimation for future study. As long as the Cathode
classifier does not sculpt features into the invariant mass
spectrum, it should be straightforward to combine it with
a bump hunt in m.

This paper is organized as follows: Section II briefly in-
troduces the LHCO dataset and our treatment of it, and
Section III describes the steps of the Cathode approach
in detail. Results are given in Section IV and we con-
clude with Section V. In Appendix A, we provide details
of the other approaches (CWoLa Hunting, Anode, ide-
alized anomaly detector and fully supervised classifier)
considered in this paper. A further study of correlated
features is given in Appendix B.

Enhanced bump hunts


Weakly supervised


CWoLa Hunting [Collins, Howe & Nachman 1805.02664, 1902.02634]

ANODE [Nachman & DS 2001.04990]

CATHODE [Hallin et al 2109.00546]

CURTAINS [Raine et al 2203.09470]


and more…
from 2109.00546

Figure 4. Scatter plot of R(x|m) versus log pbackground(x|m) across the test set in the SR. Background
events are shown (as a two-dimensional histogram) in grayscale and individual signal events are shown
in red.

Figure 5. Left: Histogram of R(x|m) evaluated on the test set; Right: the integrated number of
events that survive a threshold on R(x|m). The two distributions are scaled to represent the rates for
500,000 total background events and 500 total signal events, as introduced in Sec. 4.

on R. The Area Under the Curve (AUC) for ANODE is 0.82. For comparison, the CWoLa
hunting approach is also shown in the same plots. The CWoLa classifier is trained using
sideband regions that are 200 GeV wide on either side of the SR. The sidebands are weighted
to have the same number of events as each other and in total, the same as the SR. A single NN
with four hidden layers with 64 nodes each is trained using Keras [122] and TensorFlow [123].
Dropout [124] of 10% is used for each intermediate layer. Intermediate layers use rectified
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3 “Black Box” datasets
1. 1M QCD dijets + 834 Z’->XY signal (same topology as R&D, 

different masses) 

2. No signal

3. QCD dijets + 3,000 Z’ decaying to dijets or trijets

https://arxiv.org/abs/2101.08320
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Figure 2. Feynman diagrams for signal of Black Box 3.
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Figure 2. Feynman diagrams for signal of Black Box 3.
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3 “Black Box” datasets

1. 1M QCD dijets + 834 Z’->XY signal (same topology as R&D, 
different masses)

• Several successful methods! (based on autoencoders, 
CWoLa, density estimation…) 

2. No signal

• Some approaches found false positives — importance 
and challenges of background estimation!

3. QCD dijets + 3,000 Z’ decaying to dijets or trijets

• No approaches discovered the signal in BB3



Outlook

• There is a lot of community interest in anomaly detection and model-agnostic 
NP searches!


• LHC Olympics 2020 was a very successful challenge, drawing nearly 50 
participants from theory, experiment, and beyond (cosmology, computer 
science)


• Proofs-of-concept are beginning to be ported over to real data


• Many challenges for future R&D, including: feature selection, background 
estimation, multiple decay modes (BB3), non-resonant signals, …
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CWoLa Hunting

ATLAS, PRL 125 131801 (2020)

RNN VAE

ATLAS-CONF-2022-045


