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Tutorial Goal 
With the aim of introducing system administrators to GUMS 

software the following presentation was intended to demonstrate 

it’s installation procedure.  



Introduction   
What is GUMS? 

It is a Grid Identity Mapping Service.   

Maps a GRID credential to a Site’s  UNIX account. 

GUMS service mapping is composed by web services, web 
Pages for GUMS administration, and command-line tools 
Which interact with the web services.  

GUMS service is transparently provided to users.  



GUMS installation overview 

GUMS installation consists off: 

1. Obtaining GRID service credentials and GUMS software 
A package management tool PACMAN is used to: 

Obtain/install GUMS software 
https://twiki.grid.iu.edu/bin/view/ReleaseDocumentation/PacmanInstall  

Requesting/retrieving/installing the host and service (HTTP) certificates. 
https://twiki.grid.iu.edu/bin/view/ReleaseDocumentation/GetGridCertificates 

   
2. Deployment and Configuration of  the GUMS software 

Specific instructions for this tutorial can be found at: 
https://twiki.grid.iu.edu/bin/view/ReleaseDocumentation/GridColombiaInstallGUMS 



GUMS installation overview (cont.)  

3. Post-configuration GUMS 
  - Create a GUMS administrator 

  - Replace default configuration with OSG configuration 

  - Test configuration  

4. Site Customization 
  - Depending on the Site policy for internal account  

 management 



General information about this demo 

Pre-requisites: 
  Operative System: Red Hat Enterprise Linux Client release 5.4 

  HOSTNAME : grid07.racf.bnl.gov 

  Host Certificates (hostcert.pem, hostkey.pem) 

 located under /etc/grid-security/ 

 Service Certificates (httpcert.pem,httpkey.pem) 

 located under /etc/grid-security/http/, the files should be 
owned by daemon and belong to the daemon group  

 (chown -R daemon:daemon http) 

 Note: If PRIMA will be used please follow the instructions to setup the service certificates at 
the end of the documentation see, 

 https://twiki.grid.iu.edu/bin/view/ReleaseDocumentation/InstallConfigureAndManageGUMS 



1. Installing GUMS software: 
Installing PACMAN https://twiki.grid.iu.edu/bin/view/ReleaseDocumentation/PacmanInstall 

Choosing a location different that the OSG software packages 

Uncompressing 
the software 
recently  

Setting up the  
Environment for 
PACMAN  

Downloading 
the software 



Obtain/install GUMS software 

pacman -allow trust-all-caches -http-proxy http://192.168.109.130:3128 -get http://osg-vtb.uchicago.edu/gco:gums 

Use the following systanx if you want to use your local squid cache 

Software repository location 



2. Deployment and Configuration of  the GUMS software 
This installs both the GUMS server and the GUMS client. 

certificate authority 
certificates 
installation 

Enabling services and starting   

Service vdt-update-certs : 
insures that future certificate 
updates are fetched 
automatically. 

Service fetch-crl : 
 Cron service that retrieves the 
latest certificate revocation lists 
(CRLs) for each CA.  



3. Post-configuration GUMS 

Setting up the DN 
of the  GUMS 
administrator  

Replacing the current 
gums.config file with 
the OSG template 
while preserving 
original database 
configuration 



3. Post-configuration GUMS 

At this point the GUMS service is up and can be administrated through: 
https://grid07.racf.bnl.gov:8443/gums  

Certificate of the Admin previously 
configured has to be loaded prior accessing 
the Web Admin Interface. 

This plot showed the 
result of selecting the 
link Persistence Factory 

Test configuration  



3. Post-configuration GUMS 
Updating Virtual Organization Members 

Configure the elements 
involved in mapping a user 
to an account 

Add individual users to 
user groups and account 
mappers, or force an 
member update for 
each user group 

View mappings to see if 
the output of GUMS 
mappings is as expected. 

This plot shows the browsers’ screen when 
selecting Update VO Members, usually this is 
done after a fresh installation of the GUMS 
service 



4. Site Customization 

The users belonging to 
the /atlas/ca VO will be 
mapped to the following unix 
account canadian. 
Only requests coming from  
Host that are part of the 
following  domains  
*.racf.bnl.gov, usatlas.bnl.gov   
will be mapped. 

1. Select Account Mappers 

2. Choose a 
representative name 

3. Brief description   

4. SAVE 
CHANGES 

The following example for creation of account to be mapped,  



4. Site Customization 

Defines groups of users 
that share common 
associations (such as 
belonging to the same 
project) 

In this case the group  
AtlasCanadians  

VOMS server used to 
authenticate requests 



4. Site Customization 

The new Group To Account uses the 
information previously defined  to be 
successfully defined in GUMS 

Bundles a set of userGroups 
and a set of 
accountMappers together 



4. Site Customization 

Defines which  
groupToAccountMappings  
are used for different hosts. 

The order of the 
groupToAccountMappings is 
relevant, in this example the 
The request will be evaluating 
starting with 
onlyAtlasCanadians.  

Definition of host to be 
associated with the 
groupToAccountMappings 



4. Site Customization 

Finally generate the 
grid-mapfile 

For this example the grid-mapfile will be generated 
using the DN of a server in this case: 
anyhost.racf.bnl.gov 
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