From |ldentity-Based
Authorization to Capabilities:
SciTokens, JWTs, and OAuth

Jim Basney
jpasney@ncsa.illinois.edu
OSG All Hands Meeting
3 March 2021



Goals for a dHTC Authorization System

e Enable access to dHTC for the advancement of open science!

Implement appropriate resource/data access policies
Ease of use

Manageability

Distributed/Decentralized



Authentication & Authorization Standards

e X.509: Certificates

o  Grid Security Infrastructure (GSI)

o  Virtual Organization Membership Service (VOMS)
e SAML: Security Assertion Markup Language

o  Using XML

o  Single Sign-on for Higher Education: eduGAIN / InCommon / Shibboleth
e JWT: JSON Web Tokens

o  Using JavaScript Object Notation (JSON)
o  Pronounced "jot"

o Digitally signed, self-describing security tokens
O*OAuth: Authorization Framework

o  Optionally using JWTs
o Tokens for limited access to resources

e OIDC: OpenlD Connect

o  An identity layer on top of OAuth
o  Using JWTs



X.509

Certificate
Authority

Attribute
Authority

Q D) (@ D
End Entity Attribute
Certificate Certificate

(I

Execute
Node

Policy




SAML

Attribute
Authority

Identity
Provider

Q D) @ D)
Attribute ‘

uthentication

Assertion Assertion

Execute
Node

Policy




JWT / OIDC / OAuth

OpenlD
Provider

Authorization
Server

Q D) (@ D
Access ‘

ID Token
Token
hAY

Execute
Node

Policy




Credentials for Authentication / Authorization
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Authorization / Access Control

Supported By

X.509 | SAML | OIDC | OAuth

Identity-based User identifiers and access control lists YES YES YES YES

Attribute-based Access policies based on user attributes YES YES YES YES

Role-based Access controls based on group memberships and roles YES YES YES YES
Tokens allow actions on resources YES ¥

Capability-based




OIDC JWT
Demo

Log on to
https://demo.cilogon.org/
with your campus identity

provider or use your
GitHub, Google, or
ORCID account.

€l CiLogon

Success!

* Show/Hide User Info
o Show/Hide ID Token

D
Token

eyJ0eXAi0iJKV1QiLCIraWQiOiIYNDRCHIMIRG ZCMI nFMZzQxXMDhEMTAXRUFDNZM2MKkMORSISsIMFsZyI6I10THIU2In0. eyJ1l1bWFpbCI6 Impi YXNUZX1AaWxs¢]

Header

noyp": "OWIM,
"kid": "244B235F6B28E34108D101EACT362C4E",
"alg": "RS256"

Payload

"email "Jjbasney@illinois.edu",
"given_name": "James",
"family name”: "Basney",
"name": "James Basney",
"cert subject_dn": "/DC=org/DC=cilogon/C=US/O=National Center for Supercomputing Applications/CN=James Basney T37233",
"idp" "?xc:ps?//ldp.ncsa..1111:1:15.edu/id}:/shlbbnle:h",
"idp name": "National Center for Supercomputing Applications”,
"epp; "jbasney@ncsa.illinois.edu",
"eptid": "https://idp.ncsa.illinois.edu/idp/shibboleth!https://cilogon.org/shibboleth!ChF3nEYtvG0S351qiwvas5G4Xvog=",
"subject_id": "jbasney@ncsa.illinois.edu",
maffiliation": "staff@ncsa.illinois.edu;employee@ncsa.illinois.edu;member@ncsa.illinois.edu",
"https://refeds.org/profile/mfa",
"https://cilogon.org”,
"CIL1000027",
"cilogon:test.cilogon.org/demo",
id": "nttps://cilogon.org/oauth2/idToken/3cc7a5£035807fe7cf£378b0c65ced64/1600985334883",
"mPuM66sSNZ23NVg79M_gMLrvwYzhPlaQNDZLckCOpXE",
time": "1600985334",
1600986234,
1600985334,
"isMemberOf": [
"CO:members:all”,
"CO:members:active",
"linux-users"”,
"scitokens"

Public
signing
key

MIIBIjANBgkqhkiGOwOBAQEFAROCAQSAMITIBCgKCAQEANDIJRWPIAVIY0lZz9ewildMk1ludGZCOISW
X10wqaTUpWgcvDricRmSOTVxWeDaHig71lprkb7YowOdBv20TWeeNNO1HXTOSnVDwg2iQE8I1iR2Gs
cwi9pC6gektCICXEBEEJYn10rx9kazSvMTIwXD/ 923 Zt3k8ixbuNzX6ZcfotXe/vmFu7Jtgxr9Xyz
ZXTMM3IXLC4qt020URVHOMWIR0ZiuIIn0wZXvy7kGScnRZgYvyTBpIfvsRtVIEyeSXPnk+DCBRo76
9gMFCDXD1QhcSePaxLseqhtO00XEqQVESZeMnviWpuvlXW6GPMVHEK6h2tvD2Lk4GUC9qs ) SwrUlKr
sUgfsQIDAQAB

o Show/Hide certificate subject

Return to client




OIDC JWT
Demo

Paste the ID Token and
Public Key into
https://jwt.io/ to verify it.

Encoded e

eyJBeXA101JKV1QiLCJraWQiOiIyNDRCMjM1R]Z
CMjhFMzQxMDhEMTAXRUFDNzM2MKMBRSIsImFsZy
I6I1JTMjU2INn@.eyJ1bWFpbCI6ImpiYXNuZX1Aa
WxsaW5vaXMuZWR1IiwizZ212ZW5fbmFtZSI6Ikph
bWVzIiwiZmFtaWx5X25hbWUi01iJCYXNuZXkilCJ
uYW11IjoiSmFtZXMgQmFzbmV5IiwiY2VydF9zdW
JQZWNBX2RuIjoiLBRDPWIYZy9EQz1jaWxvZ29ulL
OMIVVMvTZz10YXRpb25hbCBDZW50ZXIgZm9yIFN1
cGVyY29tcHVOaWSnIEFwcGxpY2FBaW9ucy9DTj1
KYW11cyBCYXNuZXkgVDM3MjMzIiwiaWRwI joiaH
ROCHM6LY9pZHAubmNZYSSpbGxpbm9pcy51ZHUva
WRwL3NoaWJib2x1dGgil CJpZHBfbmFtZSI6Ik5h
dGlvbmFsIEN1bnR1ciBmb3IgU3VwZXJjb21wdXR
pbmcgQXBwbG1jYXRpb25zIiwiZXBwbiI6ImpiYX
NuZX1AbmNzYS5pbGxpbm9pcy51ZHUiLCJ1cHRpZ
CI6Imh8dHBz0i8vaWRwLm5jc2EualWxsaW5vaXMu
ZWR1L21kcC9zaGliYm9sZXRoIWhOdHBz0i8vY21
sb2dvbiSvemeve2hpYmJvbGVBaCFDaEYzbkVZdH
ZHMFMzNWxxaXd2YTVHNFh2MGc9Iiwic3ViamVjd
F9pZCI6ImpiYXNuZX1AbmNzYS5pbGxpbm9pcy51
ZHUiLCJhZmZpbG1lhdGlvbiI6InNOYWZmQGSjc2E
uaWxsaW5vaXMuZWR102VtcGxveWV1QG5jc2EuaW
xsaW5vaXMuZWR10211bWJ1ckBuY3NhLmlsbGlub
21zLmVkdSIsImFjciI6Imh8dHBz0i8vemVmZWRz
Lm9yZy9wcm9ImaWx1L21mYSIsImlzcyI6ImhOdHB
z018vY21sb2dvbiSvemcil CJzdWIi01iJDSUwxMD
AwMDI3IiwiYXVkIjoiY21sb2dvbjp8ZXNELmNpb
G9nb24ub3JnL2R1bW8iLCJOb2t1b19pZCI6IMhE
dHBz018vY21sb2dvbiSvemevb2F1dGgyL21kVG9
rZWAvM2NjN2E1ZjAZNTgwN2ZIN2NmMzc4Y jBjNj
VJZWQ2NC8xNjAwOTg1MzMOODgzIiwibm9uY2Ui0
iJtUHVNNjZzU85aMjNOVmc30U1fcU1McnZ3WXpo
UDFhUUSEWKkxjaOM5cFhFIiwiYXVBaF98aW11Ijo
IMTYWMDK4NTMZNCISImV4cCI6MTYWMDK4NjIZNC
wiaWFBIjoxNjAw0Tg1MzMBLCJIpcO11bWJ1lckImI
jpbIKNPOm11bWJ1cnM6YWxsIiwiQO86bWVtYmVy
czphY3RpdmUiLCJsaW51eC11c2VycyIsInNjaXR
va2VucyJdfQ.YhjN59Wn61ukk IChKHACCeDj8kU
mOyfsDaz101LZIQupkxtKakQjdJ4Eu82g1WX52E
K-IVHh--Ud1NolU51-
0vq2JIkDyjkJ61ZsAJfw6SctmOcGuD2kGYDzHzw
3VPR37e13eQqz08_S3Uar1lecLhYt-
PP9YvJwM_uH9iFRjTB1A8STsO3ATyDWhr2zGrXe

Decoded o

HEADER: ALGORITHM & TOKEN TYPE

“typ": JWT",
"kid": "244B235F6B28E34108D101EACT362CAE" ,
"alg": "RS256"

}

PAYLOAD: DATA

{
email”: "jbasney@il
“given_name”:
“family_name" :
name": "James Basney”,
cert_subject_dn": "/DC=org/DC=cilogon

/C=US/0=National Center for Supercomputing
Applications/CN=James Basney T37233",
idp": "https://idp.ncsa.illinois.edu
/idp/shibboleth”,
“: "National Center for Supercomputing

sa.illinois.edu”

/shibboleth!ChF3nEYtvGAS351qiwva5GaXvag=",
subject_id”: "jbasney@ncsa.illinois.edu”,
affiliation":
"stafféncsa.illinois.edu;employee@ncsa.illinois.edu;mem
ber@ncsa.illinois.edu”,
“nttps://refeds.org/profile/mfa",
https://cilogon.org",
CIL1088027",
cilogon:test.cilogon.org/demo”,

“aud" :
token_id": "https://cilogon.org/oauth2/idToken
/3cc7a5f035807fe7cf378bBc65ced64 /1600985334883,
nonce" :
"mPuM66SSNZ23NVG79M_gMLrvwYzhP1aONDZLCKCIpXE",
auth_time": "16808985334",
exp”: 1688986234,
iat": 1680985334,
isMember0f":
"CO :memb:
"CO:members:

"linux-users”,
"scitokens”
1
}

VERIFY SIGNATURE

RSASHA256(
base64UrlEncode (header) + *." +
bases4UrlEncode (payload),
9qMFCDXD1Qhc9ePaxLseght0BBXE A
QuBSZ6Mnv WpuV1XWEGPMVHKEh2t
vD2LK4GUO9qs i SWrUTKr

sUafsQIDAQAR
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Least Privilege Authorization

e (Good security practice: grant only those privileges that are required
o for only as long as they are required

e Identity-based authorization

o Limit the privileges granted to an identity
e Attribute-based authorization

o Use attributes to determine appropriate privileges at this time
e Role-based authorization

o  Assign privileges to roles, and activate roles only when needed

e Capability-based authorization
o Issue tokens granting only those privileges that are required, for the required lifetime
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OAuth and Least Privilege

OAuth Access Token "scope"
identifies specific actions that are
authorized on resources in the
token "aud" (audience)

OAuth obtains consent from the
resource owner prior to token
issuance

OAuth clients should request only
those "scope" values that are
required

@

Sign in with Google

Google OAuth 2.0 Playground
wants to access your Google
Account

° jbasney@illinois.edu
This will allow Google OAuth 2.0 Playground to:

View your calendars @

Make sure you trust Google OAuth 2.0
Playground

You may be sharing sensitive info with this site or app.
Learn about how Google OAuth 2.0 Playground will handle
your data by reviewing its terms of service and privacy
policies. You can always see or remove access in your
Google Account.

Learn about the risks

Fancs! m

~

G Sign in with Google

Google Drive LTI by Canvas wants
to access your Google Account

o Jbasney@illinois.edu

This will allow Google Drive LTI by Canvas to:

L See, edit, create, and delete all of your Google @
Drive files

Make sure you trust Google Drive LTI by Canvas

You may be sharing sensitive info with this site or app.
Learn about how Google Drive LTI by Canvas will handle
your data by reviewing its terms of service and

privacy policies. You can always see or remove access in
your Google Account.

Learn about the risks

Cancel Allow
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SCITOKENS

Developing a capabilities-based authorization infrastructure for distributed
scientific computing

Using the OAuth and JWT standards for distributed authorization
Implementing the Principle of Least Privilege

Visit https://www.scitokens.org/ for specifications, publications

Visit https://github.com/scitokens for open source implementations

13



SciTokens
JWT Demo

Visit
https://demo.scitokens.org/
and click the "Set Payload"

button.

Test the token using the
example curl command.

Token Generator

Use this token generator to create your own sample SciTokens. Typically this would be done as part of an OAuth2 workflow.

Edit the payload of the SciToken on the left. An encoded and signed SciToken will be generated and displayed on the right.

SET PAYLOAD TO ACCESS TO PROTECTED AREA

ALGORITHM RS256

Decoded - Encoded

HEADER: ALGORITHM & TOKEN TYPE
eyJBeXAi0iJKV1QiLCJhbGci0iJSUZITNiIsImtpZ
(.' oot CI6ImtleS1yczI1NiJ9.eyJzY29wZSI6InJ1YWQ6L
Sl sl 3Byb3R1Y3R1ZCIsINF1ZCI6Imh@dHBZ018vZGVtby
"key-rs256" 5zY210b2t1bnMub3JnIiwidmVyIjoic2NpdG9rZw4
6MidwIiwiaXNzIjoiaHROCHM6LY9kZW1vLnNjaXRyv
a2Vucy5vemeilCJ1eHAI0jE2MTQ2MjAx0ODcsImlhd
CI6MTYXNDYXOTU4NywibmJmIjoxNjEBNFESNTG3LC
X JqdGkiO0iI2MTZhMzVkZi00Y jA4LTQ2MWItYWQ20S1

PAYLOAD: DATA

"scope": "read:/protected”,

"aud":
"ver":
gl e
"exp":
"iat":

'scitoken:2.8",

1614620187,
1614619587,

"https://demo.scitokens.org”,

'https://demo.scitokens.org",

10GFmMmRiODM5MjAifQ.OviNWWX6rd8zX_WaQ8r9oV
U08iVX30zPjg@sAWCIFD7UK@taFStAP-

Ow8w9fh7cx8b_TZZFJtriqvxwrPbjémKzoVaRrgZa
SwDowqbWR9X2DT6LZIhLFGG2w1DAt_xBXj6Q3wY7S

"nbf": 1614619587,
“jti": "616a35df-4b88-461b-ad69-eBaf2db83928"

GbGtb6Tv60BSYIsjnskUkMA_WwnSguiZWynDf-
Np02Qc3h2QIrKf1lgpMxCHHN7S0o1IN30DFgwKE03Gy

I SAMEM T AT A L AT A _LARAT. RA oA i A

© Signature Verified

Run the curl command below in order to test access to the protected SciTokens area

curl -H "Authorization: Bearer

eyJBeXAi0iJKV1QiLCJIhbGci0iJSUZITINIiIsImtpZCI6Imt1eSTyczI1NiJ9 . eyJzY29wZSI6InJ1YWQ6L3BYb3R1Y3R1ZCISImF1ZCI6ImhO@dHBZ0i8vZGVtby52zY210b2t1
bnMub3JnIiwidmVyIjoic2NpdGIrZW46MidwIiwiaXNzIjoiaHROCHM6LY9KZWTvLnNjaXRva2Vucy5vemeilCJ1eHALI0jE2MTQ2MjAX0DcsIm1hdCI6MTYXNDYXOTU4Nywib
meI]oXNF]‘EBN)E5NTgBLCJquklOlIZMTZthVkZlBBY]A4LT02MWI1:YWQZOS1 10GFmMmRi0DM5MjAifQ.OviNWWX6 rdezX_WaQ8riVU08iVX302zPjg@sANCIFD7UKOtaFStA
P-O0wBwIfh7cx8b_TZZFJtrigqvxwrPbjémKzoVaRrgZaSwDowgbWRIX2DT6LZINLFGG2w1DAt_xBXj6Q3wY7SGbGtb6Tv6OSYIsjnskUKMA_WwnSguiZWYnDf -
Np02Qc3h2QIrKf1gpMxCHHN7So1T N3ODFngEOSGykJ1N5N11qST7VEEEScaTe9rCDAleBZJcB1eBngBmJoquOQlQlam Us73P193-
cwX0qgvanNbppI1Pm99dpz2_74EUWYbgzWDqftcPX0Ob__CMpx1Sn8QcdamdIG65NyQ" https://demo.scitokens.org/protected
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Implementing Standards

e RFC 6749: OAuth 2.0 Authorization Framework

o token request, consent, refresh

e RFC 7519: JSON Web Token (JWT)

o self-describing tokens, distributed validation

e RFC 8414: OAuth 2.0 Authorization Server Metadata
o token signing keys, policies, endpoint URLs

e RFC 8693: OAuth 2.0 Token Exchange
o token delegation, drop privileges (reduce "scope")

e draft-ietf-oauth-access-token-jwt: JWT Profile for OAuth 2.0 Access Tokens
o authorization claims using JWT "scope" and "aud"



Implementing WLCG Common JWT Profiles

e Defines profiles for Group Based Authorization (wlcg.groups) and Capability
Based Authorization (scope)

e Use cases:

a. Identity Token with Groups
b. Access Token with Groups
c. Access Token with Authorization Scopes w

e SciTokens supports and helped define use case (c)

https://doi.org/10.5281/zenodo.3460257
https://github.com/WLCG-AuthZ-WG
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Related Work: GA4GH Passports

e Global Alliance for Genomics & Health (GA4GH)
e Using JWT access tokens with OIDC / OAuth

e \isa types:

AffiliationAndRole (e.g., faculty@illinois.edu)

AcceptedTermsAndPolicies (e.g., data use terms)

ResearcherStatus (e.g., Registered Access Bona Fide Researcher)
ControlledAccessGrants (e.g., access to data set #710) ¥
Linkedldentities (e.g., jpasney@xsede.org linked to jpasney@illinois.edu)

e Used in ELIXIR (https://elixir-europe.org/)

(@)

O O O O

https://doi.org/10.1038/s41431-018-0219-y
https://www.gad4gh.org/ga4dgh-passports/
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Collaboration and Interoperability

e TAGPMA Workshop on Token-Based Authentication and Authorization

(Nov 30 - Dec 1 2020)

o https://indico.rnp.br/event/33/

o Participation by WLCG, Globus, LIGO, XSEDE, Fermilab

o  Cyberinfrastructure transitioning from X.509 user (proxy) certificates to OAuth/JWT
e Next steps:

o Follow-on workshops

o JWT Profile harmonization

o Hackathons & Interop Testing

18



Transitioning to Tokens

e \With the deprecation of GSI and proxy certificates, we have an opportunity to
improve our authorization model
o  We don't want to simply reimplement GSI using JWTs
e Improve security using least privilege capabilities
e Improve usability and interoperability

o  Building on common JWT/OAuth technology
o Coordinating across projects (LIGO, OSG, WLCG, etc.)

e Maintain the reliability of our infrastructure

e More details in Brian Bockelman's presentation later in this session

19



Thanks!

Contact: jbasney@ncsa.illinois.edu
Visit https://scitokens.org/ for more info.
Join the #scitokens channel in the OSG Slack workspace.

SciTokens Project Team:
Alex Withers, Brian Bockelman, Derek Weitzel, Duncan Brown, Jason Patton, Jeff Gaynor,
Jim Basney, Todd Tannenbaum, You Alex Gao, and Zach Miller

This material is based upon work supported by the National Science Foundation under Grant
No. 1738962. Any opinions, findings, and conclusions or recommendations expressed in this
material are those of the author(s) and do not necessarily reflect the views of the National
Science Foundation.
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