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What is Anomaly Detection?

1) Events that occur with low probability (look different in some feature space)

2) Events that don’t look very different, but occur at a higher rate than expected

Over-dense 
region
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Why Anomaly Detection?

Look more different, 
but more low rates

Higher rates, but hard 
to distinguish from SM

What if we have been looking for new physics 
here, 


rather than here
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Why Anomaly Detection?

1) Model Agnostic: We are good at looking for models we 
know of, but what if we don’t know what we should be 
looking for?


2) Simulation Independent: With no signal model, it is 
possible to use methods directly on data from the LHC 
without Monte Carlo simulations.
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How to detect anomalies?
Over 50 papers in HEP anomaly detection


 https://iml-wg.github.io/HEPML-LivingReview/ 

LHC Olympics [2101.08320] focuses on finding over densities in 
all-hadronic events

• Black Box 1: Similar to example data: 4 methods found 

resonance

• Black Box 2: SM only. 4 methods claimed a resonance, 1 

claimed lack-of-resonance

• Black Box 3: Correct resonance not detected by any group

Dark Machines Challenge [2105.14027] focuses on finding 
individual events which look different

• Train on SM-only events, apply to many different signals

• Find methods which work best for most signals

• No method finds every new physics signal

https://iml-wg.github.io/HEPML-LivingReview/
https://arxiv.org/abs/2101.08320
https://arxiv.org/abs/2105.14027
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How to detect anomalies?

[1808.08992] [1808.08979]

1. Use Autoecoders for anomaly detection

2. Emphasize training directly on data, how much signal can be in 

training and still work?

https://arxiv.org/abs/1808.08992
https://arxiv.org/abs/1808.08979
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Outline
The challenges are 

the same as the 
motivations: how to be 

model agnostic

• Review Autoencoders and their pitfalls

• Update to Variational Autoencoders (VAE)


• Regularizes and adds structure to 
latent space


• Best method for Signal A is not the 
best for Signal B


• Latent space distances are 
correlated with “physical distances” 
between events


• Take distances from quintessential events

• Faster than training VAE

• Still hard to remain model agnostic

• Better at “inverse problem” than VAE
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Introduction to Autoencoders
• Method for dimensionality reduction

• Focuses on important pieces of information and ignores noise

Principal Component Analysis

• Orthogonal linear change of variables such that first axis 
has most variance, second has second most, etc


• Which variables describe most of the variation of the data?

• Invertible (lossy if not using full basis)
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Introduction to Autoencoders

• Encoding and Decoding can be non-linear

• Encoder learns what is important in the data and what is not

• Size of compressed representation chosen before training

• Compressed representation changed each training of the networks

Simple Autoencoder
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• Target data is the same as input data
• How to compare output predictions and target?


• Use Mean Squared Error
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Introduction to Autoencoders
• Unlike PCA, autoencoders need to be trained
• Need input data, output predictions, and a target


• Target data is the same as input data
• How to compare output predictions and target?


• Use Mean Squared Error

D(E((x)) = output of decoded, encoded data

use f(x) for rest of talk

<latexit sha1_base64="87vjcrw6oiJmIgh9AwMC5thLZ9c="></latexit>

dME,2 = MSE ⌘ 1
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y = target (=x)

(or the input in this case)

Take the average over all 
dimensions of the data vector
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Autoencoders for Anomaly Detection

[1808.08992]

• Networks are trained to minimize 
the reconstruction error of events 
from SM background

• The encoding-decoding of BSM 
events will have larger 
reconstruction errors

https://arxiv.org/abs/1808.08992
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Challenges for Autoencoders
• The encoding-decoding of BSM 

events will have larger 
reconstruction errors

“Inverse problem”: The signal is less 
complex than the background

Ex: Use top jets a background and treat QCD jets as anomalous

“Topological Obstructions to Autoencoding,”

Batson, Grace Haaf, Kahn, and Roberts [2102.08380]

https://arxiv.org/abs/2102.08380
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Challenges for Autoencoders

Do autoencoders fit 
with this picture of 

anomaly detection?

• Delicate balance between reconstructing SM well, but 
anomalous data poorly


• Latent space doesn’t have structure, can’t assign 
probabilistic interpretation


• Is MSE the right metric to use for reconstruction?
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Variational Autoencoders

(VAE)

• Review Autoencoders and their pitfalls

• Update to Variational Autoencoders (VAE)


• Regularizes and adds structure to latent space

• Best method for Signal A is not the best for Signal B

• Latent space distances are correlated with “physical 

distances” between events

• Take distances from quintessential events


• Faster than training VAE

• Still hard to remain model agnostic

• Better at “inverse problem” than VAE
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Plain Autoencoders

There is no intrinsic 
structure in the latent 
space of an Autoencoder

The encoder maps input 
event to a specific point 
in the latent space
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event to a probability 
distribution in the latent 
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Variational Autoencoders
Add a probabilistic interpretation

How likely is a detector event, 
given a point in latent space?

Model each detector pixel as a Gaussian:
<latexit sha1_base64="Tmvj4HEXSuEILKKlEczNlmoknXo="></latexit>

p(E|z) / exp
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Probability of the observing an event

<latexit sha1_base64="HThQ3CUDjLLUwsGH1+PYVLWoQ4c=">AAACBnicbVDLSgMxFM34bOtr1I0gQrAILkqZ6UK7EYpScCUV7AM6w5DJpG1o5kGSEetQENz4K25cVMSt3+BO8GPMtF1o64ELJ+fcS+49bsSokIbxpS0sLi2vrGayubX1jc0tfXunIcKYY1LHIQt5y0WCMBqQuqSSkVbECfJdRppu/yL1m7eECxoGN3IQEdtH3YB2KEZSSY5+cAfPoJVUHbMAq06pAC3shVKkjytr6Oh5o2iMAeeJOSX5yt79d/ZhdF5z9E/LC3Hsk0BihoRom0Yk7QRxSTEjw5wVCxIh3Edd0lY0QD4RdjI+YwiPlOLBTshVBRKO1d8TCfKFGPiu6vSR7IlZLxX/89qx7JTthAZRLEmAJx91YgZlCNNMoEc5wZINFEGYU7UrxD3EEZYquZwKwZw9eZ40SkXzpGhcqzTKYIIM2AeH4BiY4BRUwCWogTrA4BE8gxF41Z60F+1Ne5+0LmjTmV3wB9rHD3mFmY4=</latexit>

x = {E1, E2, · · · , EN}
<latexit sha1_base64="/cALLHQqMWEIWQAlsjSsOu5CCY4=">AAACCHicbVC7SgNBFJ2NrxhfGy0tHAxCbOKuhaaJBESwkgjmIcm6zE4myZDZ3WFmVoxrSgv9FRsLRWz9BAvByl9x8ig0euDC4Zx7ufcejzMqlWV9Gomp6ZnZueR8amFxaXnFTK9WZBgJTMo4ZKGoeUgSRgNSVlQxUuOCIN9jpOp1Dwd+9ZIIScPgTPU4cXzUDmiLYqS05JobPHt1c70NC7DBRdh0Y1qw+xcnkGePXKoN18xYOWsI+JfYY5IpHnzsnN99pUuu+d5ohjjySaAwQ1LWbYsrJ0ZCUcxIP9WIJOEId1Gb1DUNkE+kEw8f6cMtrTRhKxS6AgWH6s+JGPlS9nxPd/pIdeSkNxD/8+qRauWdmAY8UiTAo0WtiEEVwkEqsEkFwYr1NEFYUH0rxB0kEFY6u5QOwZ58+S+p7ObsvZx1qtPIgxGSYB1sgiywwT4ogmNQAmWAwS14AE/g2bg3Ho0X43XUmjDGM2vgF4y3b/n5m6g=</latexit>

p(x|z) =
NY

i=1

p(Ei|z)

<latexit sha1_base64="6dGo6DBSwI0LMAsiZLorEvW37QU="></latexit>

p(x) =

Z
p(x|z)p(z)dz ⌘ Ep(z)

⇥
p(x|z)

⇤ What is the latent space to 
integrate over?
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Variational Autoencoders
Probability of the observing an event

<latexit sha1_base64="6dGo6DBSwI0LMAsiZLorEvW37QU="></latexit>

p(x) =

Z
p(x|z)p(z)dz ⌘ Ep(z)

⇥
p(x|z)

⇤ What is the latent space to 
integrate over?

Use the encoder to learn/sample the latent space
<latexit sha1_base64="CPP7Rx/bPM3YjuVkTFB12/fVZv0="></latexit>
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~ MSE of encoded-
decoded event

Kullback-Leibler Divergence (KLD) 
between encoded representation 

and latent prior
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Summary of Autoencoders
Plain autoencoders: no sampling,  

<latexit sha1_base64="Ip3gZuqJDs1LHjDwBLO/M5y/YzI=">AAAB9XicbVDLSgNBEOyNrxhfUY9eBoPgKeyKqBchIIIHhYjmAckaZiezyZDZBzO9aljyH148KOLVf/Hm3zhJ9qDRgoaiqpvuLi+WQqNtf1m5ufmFxaX8cmFldW19o7i5VddRohivsUhGqulRzaUIeQ0FSt6MFaeBJ3nDG5yN/cY9V1pE4S0OY+4GtBcKXzCKRrq7JKekjfwR06ub81GnWLLL9gTkL3EyUoIM1U7xs92NWBLwEJmkWrccO0Y3pQoFk3xUaCeax5QNaI+3DA1pwLWbTq4ekT2jdIkfKVMhkon6cyKlgdbDwDOdAcW+nvXG4n9eK0H/xE1FGCfIQzZd5CeSYETGEZCuUJyhHBpCmRLmVsL6VFGGJqiCCcGZffkvqR+UnaOyfX1YqlSyOPKwA7uwDw4cQwUuoAo1YKDgCV7g1Xqwnq03633amrOymW34BevjG2tkkdA=</latexit>

L = MSE

Variation autoencoders: sampling in latent space,  
<latexit sha1_base64="biwpSeks8UQkyOddwQVvrNwnj3Y=">AAACBHicbVDLSgMxFM3UV62vUZfdBIsgCGVGRN0IBRUEK1S0D2iHkknTNjTzILkjlmEWbvwVNy4UcetHuPNvTNtZaOuBCyfn3EvuPW4ouALL+jYyc/MLi0vZ5dzK6tr6hrm5VVNBJCmr0kAEsuESxQT3WRU4CNYIJSOeK1jdHZyN/Po9k4oH/h0MQ+Z4pOfzLqcEtNQ282V8ilvAHiC+vr1I8H76uCqfJ22zYBWtMfAssVNSQCkqbfOr1Qlo5DEfqCBKNW0rBCcmEjgVLMm1IsVCQgekx5qa+sRjyonHRyR4Vysd3A2kLh/wWP09ERNPqaHn6k6PQF9NeyPxP68ZQffEibkfRsB8OvmoGwkMAR4lgjtcMgpiqAmhkutdMe0TSSjo3HI6BHv65FlSOyjaR0Xr5rBQKqVxZFEe7aA9ZKNjVEKXqIKqiKJH9Ixe0ZvxZLwY78bHpDVjpDPb6A+Mzx+7opbi</latexit>

L = MSE +KLD

<latexit sha1_base64="GRzlY3LOcIDOarAy20VV2dUxHiY=">AAACGXicbZDLSgNBEEV74ju+oi7dNAZBUcOMiLoRAioIKkQ0MZAJoadTiY09D7prxDDkN9z4K25cKOJSV/6NnYegiRcaLqeqqK7rRVJotO0vKzUyOjY+MTmVnp6ZnZvPLCyWdBgrDkUeylCVPaZBigCKKFBCOVLAfE/CtXd72Klf34HSIgyusBVB1WfNQDQEZ2hQLWOf0QO65tAt6nqAbN3ddBHuMTm/PG7TjR6kP/D07Khdy2TtnN0VHTZO32RJX4Va5sOthzz2IUAumdYVx46wmjCFgktop91YQ8T4LWtCxdiA+aCrSfeyNl01pE4boTIvQNqlvycS5mvd8j3T6TO80YO1DvyvVomxsV9NRBDFCAHvLWrEkmJIOzHRulDAUbaMYVwJ81fKb5hiHE2YaROCM3jysClt55zdnH2xk83n+3FMkmWyQtaIQ/ZInpyQAikSTh7IE3khr9aj9Wy9We+91pTVn1kif2R9fgPPUJ3D</latexit>

L = (1� �)MSE + �KLD

Sampling adds/forces structure on the latent space.

KLD term helps to regularize and adds to 

probabilistic interpretation

In practice, these terms may be too far apart, 
introduce a scaling between them
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VAEs in Action
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The Data

https://zenodo.org/record/4614656 

Cheng, Arguin, Leissner-Martin, Pilette, and Golling [2007.01850]

https://zenodo.org/record/4614656
https://arxiv.org/abs/2007.01850
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The Networks
Keep fixed:


• Number of filters

• CNN Kernel size

• Latent space size

Experiments:

• β (relative importance of 

reconstruction vs. KLD)

• Number of Down 

Sample Blocks
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Initial Results
• Train on 600k QCD events


• Examine validation loss on 
independent 50k QCD 
events


• Train until validation loss 
stops improving


• Which setup is best? More focus on 
latent space

More focus on 
reconstruction



Bryan OstdiekChallenges with Anomaly Detection 24

Initial Results

• Apply network to 100k QCD test events and 100k Top/W jets

• AUC of 0.5~random guess, 1.0~perfect classifier

• Networks with best loss do not have the best AUC!

• Best networks for W detection are not the best for top detection
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<latexit sha1_base64="GRzlY3LOcIDOarAy20VV2dUxHiY=">AAACGXicbZDLSgNBEEV74ju+oi7dNAZBUcOMiLoRAioIKkQ0MZAJoadTiY09D7prxDDkN9z4K25cKOJSV/6NnYegiRcaLqeqqK7rRVJotO0vKzUyOjY+MTmVnp6ZnZvPLCyWdBgrDkUeylCVPaZBigCKKFBCOVLAfE/CtXd72Klf34HSIgyusBVB1WfNQDQEZ2hQLWOf0QO65tAt6nqAbN3ddBHuMTm/PG7TjR6kP/D07Khdy2TtnN0VHTZO32RJX4Va5sOthzz2IUAumdYVx46wmjCFgktop91YQ8T4LWtCxdiA+aCrSfeyNl01pE4boTIvQNqlvycS5mvd8j3T6TO80YO1DvyvVomxsV9NRBDFCAHvLWrEkmJIOzHRulDAUbaMYVwJ81fKb5hiHE2YaROCM3jysClt55zdnH2xk83n+3FMkmWyQtaIQ/ZInpyQAikSTh7IE3khr9aj9Wy9We+91pTVn1kif2R9fgPPUJ3D</latexit>

L = (1� �)MSE + �KLD

Choice of Metric
Training and inference using the same metric

Helps to learn the probability distribution of QCD 
events, but maybe it doesn’t generalize well to 
anomalous events 

Use optimal transport distance between 
reconstruction and initial event?
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Choice of Metric

<latexit sha1_base64="3A54GH5nJ8R/FpdfvEKFAt1XtBs=">AAAB/3icbVDLSgMxFM34aq1VRwU3boJFcFVmXKjLogi6q2Af0BmGTJpp0yaZMckIZezCb/AP3LhQxK2/4U7wY0wfC209cOFwzr3ce0+YMKq043xZC4tLyyu5/Gphrbi+sWlvbddVnEpMajhmsWyGSBFGBalpqhlpJpIgHjLSCPvnI79xR6SisbjRg4T4HHUEjShG2kiBveuplAc9GAUZ7Q2hx8gtvAhoYJecsjMGnCfulJQqV4/flVyjWA3sT68d45QToTFDSrVcJ9F+hqSmmJFhwUsVSRDuow5pGSoQJ8rPxvcP4YFR2jCKpSmh4Vj9PZEhrtSAh6aTI91Vs95I/M9rpTo69TMqklQTgSeLopRBHcNRGLBNJcGaDQxBWFJzK8RdJBHWJrKCCcGdfXme1I/K7nHZuTZpnIEJ8mAP7IND4IITUAGXoApqAIN78ARewKv1YD1bb9b7pHXBms7sgD+wPn4A10OYPw==</latexit>X
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fij  Ei
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i

fij  E0
j

0
Normalized images, 

“balanced” optimal transport
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Choice of Metric

Pixelation reduces sensitivity to some splittings 
<latexit sha1_base64="N7pNseWD0aLAC8bDPiuqlXSLew0="></latexit>

MSE =
1

25

⇥
(0� 0)2 + · · ·+ (3� 3)2 + (0� 0)2 + · · ·

⇤

<latexit sha1_base64="84CZ5wVwvDQLJ/QZsLjZDNHFfKw=">AAACIXicbVDLSgMxFM3UV62vqks3wSLUTZlR0S4LLnRZxT6gHYdMmmlDM5mQZIQS5lfc+CtuXCjSnfgzpo+Fth4IHM65l5tzQsGo0q775eRWVtfWN/Kbha3tnd294v5BUyWpxKSBE5bIdogUYZSThqaakbaQBMUhI61weD3xW09EKprwBz0SxI9Rn9OIYqStFBSrvcB0ZWxaSKksezRlcZrBrpCJ0Ak8hxPrhjStFEmEjTsbyMx9FhRLbsWdAi4Tb05KYI56UBx3ewlOY8I1ZvZax3OF9g2SmmJGskI3VUQgPER90rGUo5go30wTZvDEKj0YJdI+ruFU/b1hUKzUKA7tZIz0QC16E/E/r5PqqOobykWqCcezQ1HKoE0/qQv2qCRYs5ElCEtq/wrxANkutC21YEvwFiMvk+ZZxbusuHcXpVp1XkceHIFjUAYeuAI1cAvqoAEweAav4B18OC/Om/PpjGejOWe+cwj+wPn+Adiqo+I=</latexit>

d(p)Wass / 3GeV
0(p)

R
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<latexit sha1_base64="eIR9CrXev2TkiMc4Ir12a/5IafM="></latexit>

MSE =
1

25

⇥
(0� 0)2 + · · ·+ (3� 2)2 + (0� 1)2 + · · ·

⇤

Choice of Metric

<latexit sha1_base64="+OQGRTcsL8eOkXnvmk9r1Rtv4LY="></latexit>

d(p)Wass / 2GeV
0(p)

R
+ 1GeV

1(p)

R
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<latexit sha1_base64="fPzeKT5Gn7aJKsH+9Tv/DQqVaDM="></latexit>

MSE =
1

25

⇥
(0� 0)2 + · · ·+ (3� 2)2 + (0� 0)2 + · · ·+ (0� 1)2

⇤

Choice of Metric

<latexit sha1_base64="mXAN+czODO0rKEz/Y/xcQNTkS+E="></latexit>

d(p)Wass / 2GeV
0(p)

R
+ 1GeV

(3
p
2)(p)

R
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Choice of Metric

Use same 
networks from 
previous training, 
but now use 
different anomaly 
score

Using metric that network was trained on works best
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Choice of Metric

Train using EMD in 
loss function

Optimal transport not 
fast/easy for back 

propagation in training

When trained with EMD, MSE gives best anomaly detection
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Pairwise Image Distances
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Pairwise Image Distances

EMD distance 
between pairs 

of events
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Pairwise Image Distances

EMD distance 
between pairs 

of events

Pixel-by-pixel Mean 
Squared Error (pairwise 

between events)
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Pairwise Image Distances

EMD distance 
between pairs 

of events

Pixel-by-pixel Mean 
Squared Error (pairwise 

between events)
Not highly correlated
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Pairwise Image Distances

EMD distance 
between pairs 

of events

Not highly correlated

Correlation slightly larger for EMD with non-standard power, use 
p=0.5 for following
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Pairwise Image Distances

Layer activations become more correlated with EMD
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Transition
• Review Autoencoders and their pitfalls

• Update to Variational Autoencoders (VAE)


• Regularizes and adds structure to latent space

• Best method for Signal A is not the best for Signal B

• Latent space distances are correlated with “physical 

distances” between events

• Take distances from quintessential events


• Faster than training VAE

• Still hard to remain model agnostic

• Better at “inverse problem” than VAE
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What is the goal?

• Probabilities ~ distance 
from the distribution


• Describe the distribution by 
finding the quintessential 
events


• Distance from these events 
can be used as anomaly 
score
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Describing the distribution
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Describing the distribution

Using 1-Wasserstein balanced optimal transport, 2-3 medoids describes most of distribution
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VAE “best”: Top: 0.837, W: 0.654

Event-to-Ensemble
QCD Average QCD 2-medoid, 1 QCD 2-medoid, 2
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<latexit sha1_base64="tJ4g0p9BRwYJarEXcVv2P1hq/iE="></latexit>

d(p)Wass = min
fij>0

X

ij

fij
✓(p)ij

R

�����
X

i

Ei �
X

j

E0
j

�����

Event-to-Ensemble

Using p=1 is fairly arbitrary, why not use any other metric

Optimizing for one signal is not optimal for the other
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“Inverse Problem”
(V)AEs rely on not being able to reconstruct BSM events as 
well as the background events


Treating tops jets as signal does not tag QCD as anomalous

Top Average Top 2-medoid, 1 Top 2-medoid, 2
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(V)AEs rely on not being able to reconstruct BSM events as 
well as the background events


Treating tops jets as signal does not tag QCD as anomalous

Top Average Top 2-medoid, 1 Top 2-medoid, 2
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Similar Signals?

“Quasi Anomalous Knowledge: Searching for new physics with embedded 
knowledge,” Park, Rankin, Udrescu, Yunus, and Harris [2011.03550]


https://arxiv.org/abs/2011.03550
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Similar Signals?

W jets seem to be closer to tops than QCD

Somehow this doesn’t work for tops?
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Conclusion
Anomaly detection aims to:

• Be model agnostic

• Train directly on LHC data
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Conclusion
Anomaly detection aims to:

• Be model agnostic

• Train directly on LHC data

How do you optimize network 
hyper parameters without 
looking at a signal?

Want a way to describe the distribution and 
how “far” an event is from the background

Use k-medoids of optimal transport metric:

• No training

• Similar (better) performance to VAE
• Still has arbitrary choices to make without looking at signal?
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Backup
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Supervised Classification


