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Scenario
« CSNS passed the national inspection and acceptance on August 2018

— Shifted from beam commissioning to reliable operation.
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Scenario
« PSIElog has been used at CSNS since 2016 and has stored more than 19000 logs.

 Links for PSI Elog

— https://elog.psi.ch/elog/

— https://github.com/paulscherrerinstitute/py_elog

( SNS Welcome to the CSNS Accelerator Electronic logbooks
Logbook \ Entries \ Last submission
Accelerator
Shift 3296 2023.03.31 08:20 by
Accelerator Physics 56 2021.10.31 19:01 by 23
Control System 614 2023.03.31 12:13 by‘-—-
Front End 1269 2022.11.27 01:41 by Jilllliger
Drift Tube Linac 1109 2023.03.13 09:59 by!
Linac RF 520 2022.12.12 15:29 by Sl
Ring RF 1827 2023.02.18 04:01 by4illE=
Power Supply 1047 2023.03.30 21:28 oyl
Magnet 0 =
Vacuum 155 2023.02.07 11:49 by Sl
Beam Instrumentation 2036 2023.03.31 12:29 bym
Mechanical Engineering (] =
Survey Alignment (] =
Radiation Safety 204 2023.03.27 13:04 by Z=—
White Neutron Source 1090 2023.03.30 16:Se=-by=ulilr~
Associated Proton Experimental Platform 23 2023.03.30 12:31 b_
ShiftCheck
Accelerator Shift Check 4855 2023.03.31 12:17 by M=
White Neutron Source Shift Check 589 2020.01.21 lB:SO-prP
Control System Shift Check 100 2021.12.13 15:04 byg-
Vacuum Shift Check 195 2020.04.22 14:21 bg
Wishlist
| wishlist | 5 | 2016.11.29 15:22 by

Home page Fage 4
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Scenario

Control System, Page 1 of 31 Not logged in
Find | Login | Help
Full | Summary | Threaded " [fAII entries — V] |~ Author — |[~ System —- V] [fCategoryf V] |~ Subject - ||~ Text - 603 Entries
Gotopage 1, 2, 3...29,30,31 Next | |Goto

D Date Author Author Email Category |Icon System C)

1089 (2023.01.19 14:46_W“‘9'.. Maintenance| J) T™MS

1088 [2022.11.14 14:24/ M  ~usij@isspmer—s  |Maintenance| /] Network

1086 (2022.10.17 15:0 L=l SEFErep.ac.cn Maintenanceil PS Y

1085 |2022.10.01 16:57’M Manual |32 ™S Y

1083 [2022.09.19 14:46 %m Maintenance| 3 ™S B e

—

1082 |2022.09.19 14:45%.”9» ® ™S

1080 (2022.08.24 11:200K mexBRRERECihep.ac.cn| Report |[i5 MPS

1078 |2022.07.29 18: 28" eyEEgEe @ihep.ac.cn| Report |[iZ DTL

W

Logbook page Page 5
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Scenario

Control System

Logged in as "FH"

| Submit H Save || Preview || Delete |

Fields marked with * are required

Entry time: 2023.03.31 12:52

Author: B2

Author Email: wanglin@ihep.ac.cn

Category*:

Icon: OCBoE|lo70@0a0% o ¥

S, Ops O TMs O 15 O FE O DTL O vacuum O Mps O Fps O LinacRF O Inj_Ext O collimator O Striping Foil O server O Network O Utility O Back-n O Temperature O Inspection
ystem®: O BeamCommissioning

Subject™: | |

Please enter your message here:

Bswee BR @(R||X0 BEG «» QB %

BIUSxxLlzx= te»BFlzz=sfuegle-mam=0q=zasdh

[Styles vHNormaI -I Font vHSize vHiv .vl ] @ e
|

boedy p

Encoding: @ HTML O ELCode O plain
Suppress Email notification
Please upload your attachments here:

Attachment 1 - | Chonse File | No file chosen Unload
4

Log creating page Page 6
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SCenarIO .‘.EIOQ-ContmISyX + ~ - O X

< > C O 8 cogesnsine;y ¢ & » & =

 Recent years, users at CSNS want to access Elog using HE;,L‘;‘.Z“.‘if;“;u:’.i?;,é;"ﬁ;?.iii‘:2;2‘;‘:3-

smartphones.
Full | Summary | Threaded [ | Al entrie

Goto page 1, 2, 3 ... 29, 30, 31 Next Goto

Find | Login | Help

« However, PSI Elog itself does not provide responsive or

separate pages for small screen devices. = m— — FaPre—
1095 [2023.04.14 15:36| I#k wanglin@ihep.ac.cn
« Therefore, We decided to develop the mobile web client for e e

1093 [2023.04.04 09:04| T#k wanglin@ihep.ac.cn

PSI Elog.

1092 [2023.04.04 09:03| F#k wanglin@ihep.ac.cn

 Note: different facilities may deploy PSI Elog with different
customizations, so the mobile web pages developed at
CSNS may not work for other facilities.

1090 (2023.04.04 08:57| F#k wanglin@ihep.ac.cn

zhang

1089 |2023.01.19 14:46 -
yuliang

zhangyl@ihep.ac.cn

 This presentation is intended to describe the idea and
iImplementation, which may be helpful to others.

W

< >

Elog display in small browser window
Page 1




AL P TIR

CHINESE ACADEMY OF SCIENCES China Spallation Neutron Source

Design @ PRIMEVLUE

« Architecture

— Frontend: provides mobile web pages using Vue.js framework and PrimeVue component library.

— Backend: accesses Elog server, parses and posts HTML data and provides a REST API using Node.js.

 Why not just frontend

— Browsers' CORS (Cross-Origin Resource Sharing) mechanism prevents the frontend JavaScript from
retrieving data from the Elog server.

— Parsing HTML data within mobile backend can get better performance than within mobile frontend.

(- Elog mobile
HTTP / JSON HTTP / HTML
® |« » Frontend |« » Backend = » Elog Server
) Apache2 Node.js
£ i m

Architecture Page 8
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The HTTP communication mechanism of PSI Elog server is analysed using Wireshark, Postman, browser's F12
development tool and Elog python API.

|
|
| A « Home Workspaces v  APINetwork v Explore fal Upgrade v X
) - A= B
. -..;m- =®= 10.1.236.:(581 :ip - =wasss B -]+ 65 T2 Rl R | O Ower B e N bkl v B
Fo. Tine Source Destination Protocal Lensth Info o] + = | tpitelog.oons.ihep.soonControbeSystemy Dsme ~ 0
I+ 216 2.528430 10.1.44.238 10.1.236.58 HTTP 337 POST /Control+System HTTP/1.1 e,
< 220 2.562302 10.1.236.58 10.1.44.238 HTTP 74 HTTP/1.1 382 Found (text/plain) N
239 2.596175 10.1.44.238 10.1.236.58 HTTP 499 GET /Control+System/ HTTP/1.1 & GET ~  hitp/elog.csns ihep.ac.cn/Control+System/ m v
268 2.616350 10.1.236.58 10.1.44.238 HTTP 675 HTTP/1.1 200 Document follows (text/html) e [ —
Params Auth Headers (8) Body Pre-req. Tests Setti Cookies
vous cotection
s I Query Params
=] Key Value Description
ock Servers
@ Body ~ e
L Create a collection for your Pratty  Raw  Preview  Visualze  HTML v S5 T Q
o requests R
‘o 1 DOCTYPE 13
( 5 Fiows A collection lets you ted B
requests and easily set n 3
Frame 216: 337 bytes on wire (2696 bits), 337 bytes captured (26 0900 14 14 4b 5d 72 2a 8c 8c aa 95 f@ b4 03 @@ 45 @0 K]r®- A ;_:m;;m I;m s:,: = N
Ethernet II, Src: LCFCHeFe 95:f@:ba (8c:Bciaa:95:fe:ba), Dst: Ru, 9010 @1 43 b2 ad 40 06 80 @6 00 €0 @a 01 2¢ ee 0a 01 C-@ - T T 5 ROBOTS® content="NOINDEX, NOFOLLOW">
Internet Protocol Version 4, Src: 10.1.44.238, Dst: 10.1.236.58 | 0920 ec 3a f7 60 @9 58 a9 ba 92 bb 24 74 57 4e 50 18 P 6 - Control System</titles
Transmission Control Protocol, Src Port: 63328, Dst Port: 8@, Se | 9932 20 @3 2e 6@ 6@ @0 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d .t Create Collection 7 styleshest*
[2 Reassembled TCP Segments (782 bytes): #215(419), #216(283)] | 9049 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d - [ shorteut tcon*
Transfer 1 0050 2d 2d 33 30 31 30 31 30 32 34 30 36 33 38 33 37 --30101 - 9
. . . . 9060 37 33 32 35 33 36 30 36 37 34 0d 0a 43 6f 6e 74 7325360 10
MIME Multipart Media Encapsulation, Type: multipart/form-data, Bl ovo as se 74 2d 44 69 73 70 6f 73 69 71 69 6f 6e 3a  ent.Dis Use a Template
0080 20 66 6f 72 6d 2d 64 61 74 61 3b 20 6e 61 6d 65  form-d </head>
8090 3d 22 75 6e 61 6d 65 22 od @a ed 6a 77 61 6e 67 ="uname
00ad 6c 69 68 0d @a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d  lin---- <bady> R
Pobo_2d 2d 5d 24 24 2d 2d 24 2 24 >4 >4 2d 2d 2d 2d ¥ . T RaNe=TROIIAT NETON=TGETT artion=t. T
< > | Frame (337 bytes) Reasseabled TCP (702 bytes) * e s e e - PO St m an
ve roquests [ Runner @

ine QL Find and Replace 1

@ 7 LIAM: (live capture in progressd Packets: 1433 - Displayed: 4 (0.3%) Profile: Default WI reS h ar k m

x

@ [ ciog - Control System x | + v - o

[ d
[}

« C O B elogcsnsinepacay/Control+System/ w @ %

Control System, Page 1 of 31

Find | Login | Help

Full | Summary | Threaded [3 | = Allentries — v || — Author — — System — v —Category — v || Subject — — Text — 608 Entries
Goto page 1, 2, 3 ... 29, 30, 31 Next © Goto
w | Date | Author | Author Email | category [icon system | Subject I Text ]
1095 2023.04.14 15:36 ¥ in@ihep.ac.cn Issue Is tast tast test 23456
1094 2023.04.14 15:35 EH | wanglin@ihep.ac.en | lssue ™S | test [test 12345
1093 |2023.04.04 09:04 Ehk wanglin@ihep.ac.cn report E| TMs 3 4 €
1092 2023.04,04 09:03\ EZ ‘ wanglin@ihep.ac.cn | Report ‘E} TMS ‘ Edit: 2 ‘3
o
1090 |2023.04.04 08:57 Ehk wanglin@ihep.ac.cn Report |E| TMs 1 2 6.

O O inspecier

m v Il + Q @ Al HIML CS5 JS XHR Fonts Images Media WS Other [ Disable Cache  No Throt

Console [ Debupger N Mewwork ) StyleEditor () Performance 4 Memory [ Storage T Accessivility  §8 application

Transr. s B Headers Cookies  Request Response  Timings
Block Rgsend

elog camihap.scen/Contrel + ystemy

ent tolows @
HTTBALL
272948 2703

trck private

-+ Browser dev tool

. 27030 v ¢ c Spaces 4 UTF-8 CRIF () Python 3711 64-bit

ge=0. ho-cache. no-slare

© Sresems | 663948/2720 8 nsersd | Fvah 37
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Read logs

« Home page, logbook page and log page for mobile web client

SN. Welcome to the CSNS Accelerator Electronic logbooks
Logbook | Entries | Last submission

Accelerator

Shift 3296 2023.03.31 08:20 byl

Accelerator Physics 56 2021.10.31 19:01 by 2l

Control System 614 2023.03.31 12:13 by.‘——-

Front End 1269 2022.11.27 01:41 by Jlger

Drift Tube Linac 1109 2023.03.13 09:59 by!

Linac RF 520 2022.12.12 15:29 by A

Ring RF 1827 2023.02.18 04:01 by-SlllE=

Power Supply 1047 2023.03.30 21:28 -yl

Magnet 0 -

Vacuum 155 2023.02.07 11:49 byslmlis™

Beam Instrumentation 2036 2023.03.31 12:29 byﬂ

Mechanical Engineering 0 =

Survey Alignment 0 =

Radiation Safety 204 2023.03.27 13:04 by =

White Neutron Source 1090 2023.03.30 16:56=-by=igilil~

Associated Proton Experimental Platform 23 2023.03.30 12:31 bft
ShiftCheck

Accelerator Shift Check 4855 2023.03.31 12:17 by Mk

White Neutron Source Shift Check 589 2020.01.21 18:50?

Control System Shift Check 100 2021.12.13 15:04 b*

Vacuum Shift Check 195 2020.04.22 14:21 bg
Wishlist

| wishlist | 9 2016.11.29 19:22 by

Home page Page 10
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Read logs

 Extract logbook info according s -
tO CSS ClaSS <table class="selframe" cellspacing=0 align=center>

<td colspan=13 class="dlgtitle">

<table border="0" cellpadding="0" width="100%">
: <tr>
o LO g b O 0 k I n fO <td width="6%" bgcolor="#9DFF9D"><img align=left width=100 height=80 src="CSNSlogo.png"></td>
: <td width="94%" valign="middle" bgcolor="#9DFF9D">
; i <center>
— : : ! <font size=6><b>Welceme to the CSNS Accelerator Electronic logbooks</b></font>
Logbook group 1 e
: </td>
</tr>
— Logbook name </table>
</td>
. </tr>
— Count of entries <tr>

<th colspan=10 class="seltitle">Logbook</th>
<th class="seltitle">Entries</th>
1 1 <th class="seltitle">Last submission</th>
— Last submission e
{tr)

! <td colspan=13 class="selgroup">Accelerator</td>
[ </tr>
CSS class
<td class="selspace">&nbsp,;</td>
gtd colspan=9 class="sellogbook"><a href="shift">shift</a><br>

- .S el g rou p <span class="selcomment"></span></td>
<td nowrap class="selentries">3266</td>
<td nowrap class="selentries":>2023.03.16 08:18 by“(/td)

—_ </tr>

.sellogbook </
<td class="selspace">&nbsp;</td>
H <td colspan=% class="sellogbook"><a href="Accelerator+Physics">Accelerator Physics</a><br>
- .Sel entrl eS <span class="selcomment"></span></td>

ktd nowrap class="selentries">56</td>
<td nowrap class="selentries">2021.10.31 19:01 by <N </td>

« Server URL example i

<td class="selspace">&nbsp;</td>
gtd colspan=9% class="sellogbook"><a href="Control+System">Control System</a><br:>

— http://elog.csns.ihep.ac.cn

HTML for home page Page 11
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Read logs ke
® 10.1.236.126 Q
[.rL_? Elog =
Accelerator _
& Shift 3296

2023.03.31 08:20 by WIS

& Accelerator Physics 56
2021.10.31 19:01 by S
& Control System 613

2023.03.31 09:49 byl

& Front End 1269

2022.11.27 01:41 by hatlles

& Drift Tube Linac 1109
& =2 O
Mobile home page
d O a Page 12
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Read logs

Control System, Page 1 of 31

Logged in as "FH"

New | Find | List | Last day | Config | Change password

| Logout | Help

Full | Summary | Threaded 7] [—All entries - v - Author — |[-- System — v || Category - v ||~ Subject — ||~ Text - 619 Entries
Goto page 1, 2, 3 ... 29, 30, 31 Next | | Goto
ID Date Author Author Email Category |Icon| System Subject Text u
1118 |2023.03.31 12:50, F#k |wanglin@ihep.ac.cn Reply ¥ | TMS 111111111111 (2222222222222
1117 |2023.03.31 12:50| F#k |wanglin@ihep.ac.cn Reply v | TMS 77777777777 |888888888888
1116 (2023.03.31 12:50| E#k |wanglin@ihep.ac.cn Report = TMS |555555555555555(666666666666666666
1115 |2023.03.31 12:49| *Hk |wanglin@ihep.ac.cn Report = ™S 333333333333 |444444444444444
1114 (2023.03.31 12:49| EHk |wanglin@ihep.ac.cn Report = TMS 1111111111111 |2222222222222222
1113 [2023.03.31 12:13] E#k |wanglin@ihep.ac.cn| Report DTL E'°?:"’2:tbfcfs:"9b test 1234567890 "
1112 |2023.03.31 09:49| F#k |wanglin@ihep.ac.cn Reply IS e f [TQT!
1111 (2023.03.31 09:47| E#k |wanglin@ihep.ac.cn Reply IS qqq www %H
1110 (2023.03.31 09:44| E#k |wanglin@ihep.ac.cn| Parameter 1S 1234567 67890 0o
1109 (2023.03.31 07:17| E#k |wanglin@ihep.ac.cn| Report TMS 11 22 udy
1106 (2023.03.28 15:02| E#Hk |wanglin@ihep.ac.cn Reply TMS 111 222 vy
1104 (2023.03.28 14:35] £k |wanglin@ihep.ac.cn| Report = TMS 111 222 Y
1103 |2023.03.28 12:33| E#Hk |wanglin@ihep.ac.cn| Report = TMS | Edit: attachment |attachment test 5]
1099 |2023.03.26 06:19| Tk |wanglin@ihep.ac.cn| Parameter TMS |Edit: Edit: FfiH{&E| 123 udy
1098 |2023.03.18 01:05| T#k |wanglin@ihep.ac.cn| Parameter TMs B BT MR 5, 66
1093 (2023.03.18 00:40| E#k |wanglin@ihep.ac.cn| Manual PS Edit: 112233 (11223344

Logbook page

Page 13
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Read logs

Extract all log IDs in alogbook
according to CSS class

Download logs one by one

CSS class
— listl
— list2
— listdraft

Server URL example

— http://elog.csns.ihep.ac.cn/Control

+System

<td
</td

<td
<td
<td
<td
</td
<td
<td
<td
<td
<td
<tr>
<td

</td

<td
<td
<td
<td
</td
<td
<td
<td
<td
<td
<tr>
<td

</td
<td
<td
<td

<td
<td

AL P TIR
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class="1list2">
<a href="../Control+System/1095">&nbsp&nbsp;1095&nbsp; &nbsp </ax»
>

class="1list2" nowrap»<a href="../Control+System/1095">2023.04._.14 15:36</a></td>
class="1list2"><a href="../Control+System/1095">FE$k</a></td>

class="list2"><a href="../Control+System/1095">wanglinfihep.ac.cn</a></td>

class="1list2" style="background-color:yellow"><a href="../Control+system/1095">Issue</a>
>

class="1list2">&nbsp;</td>

class="list2"><a href="../Contrel+System/1095">IS</a></td>
class="list2"><a href="../Control+System/1095">test test</a></td>
class="summary">tests&nbsp,;23456</td>

class="listatt">&nbsp; enbsp;</td>

class="listl">
<a href="../Control+sSystem/1094">snbsp &nbsp,;1094snbsp; enbsp;</a>
>

class="1listl" nowrap><a href="../Control+System/1094">2023.04.14 15:35</a></td>
class="listl"><a href="../Control+System/1094">TF$k</a></td>
class="listl"><a href="../Contrel+System/1094">wanglinfihep.ac.cn</a></td>

class="1listl" style="background-color:yellow"><a href="../Control+System/1094">Issue</a>
>
class="listl">&nbsp;</td>

class="listl"><a href="../Control+System/1094">TMS</a></td>
class="listl"><a href="../Control+sSystem/1094">test</a></td>
class="summary">tests&nbsp,;12345</td>

class="listatt">4&nbsp; &nbsp;</td>

class="list2">
<a href="../Control+System/1093">&nbsp; &nbsp,;1093&nbsp; &nbsp;</a>
=

class="list2" nowrap»<a href="../Control+System/1093">2023.04.04 09:04</a></td>
class="list2"><a href="../Control+sSystem/1093">F#</a></td>

class="1list2"><a href="../Controcl+System/1093"><a

; : href="mailto:wanglinfihep.ac.cn">wanglin@ihep.ac.cn</a></a></td>
class="list2"><a href="../Control+System/1093">Report</a></td>

class="list2">

HTML for logbook page

Page 14
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Read logs S @rem

® 10.1.236.126 @

Control System

<« < 1 2 3 > »

#1112 2023-03-31 09:49
FiHk wanglin@ihep.ac.cn
e @2
f
#1111 2023-03-31 09:47
EH wanglin@ihep.ac.cn
qaq @3
WWW
#1110 2023-03-31 09:44
FH wanglin@ihep.ac.cn
& - O 3
Mobile logbook page
< O a Page 15
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Read logs

<

|
O
X

& ‘ [BE Elog - Control System - 1096 X +

1
Ils

& D G O & elog.csns.ihep.ac.cn/Control+System/1096 g O ¥ 9

Control System Not logged in

K] 9 » U Lst | Find | Login | Help
Message ID: 1096  Entry time: 2023.04.17 10:57

Author: Fik

Author Email: wanglin@ihep.ac.cn
Category: Report

Icon:

System: DTL

Subject: elog test

elog test 123456

Attachment 1: |IMG_20230327_105716.jpg 2.033 MB | Hide | Hide all
_—— . i]]
L ree—— WIVOOL | Onctbmern 5 Gl - 1000 ADC

Attachment 2: [IMG_20230327 100633.jpg 2.211 MB | Hide | Hide all

Log page Page 16
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Read logs

Extract log info from log text

Log info
— MID
— Date
— Author
— Author Email
— Category
— System
— Subject
— Content

— Attachments

Server URL example

— http://elog.csns.ihep.ac.cn/Control+System/
1096?cmd=download

— http://elog.csns.ihep.ac.cn/Control+System/
221001 _165651/chopper.PNG

GET ~ http://elog.csns.ihep.ac.cn/Control+System/10967cmd=download
Params e Authorization Headers (8) Body Pre-request Script Tests Settings Cookies
Query Params
Key Value Description Bulk Edit
cmd download
Key Value Description
Body Cookies (1) Headers (10) Test Results @ 200 Document follows 30ms 714 B [ED Save as Example  eco
Pretty Raw Preview Visualize Text = D Q

s s B B & 3 B L S I

16
11
12
13

$@MIDES: 1096

Date: Mon, 17 Apr 2023 10:57:30 +0800

Author: E#

Author Email: wanglin@ihep.ac.cn

Category: Report

Icon:

System: DTL

Subject: elog test

Attachment: 230417_105730_IMG_20230327_105716.jpg,230417_105730_IMG_20230327_100633.7pg,
230417_105730_IMG_20238327_100057.pg

Encoding: plain

elog test 123456

Log text

Page 17


http://elog.csns.ihep.ac.cn/Control+System/1096?cmd=download
http://elog.csns.ihep.ac.cn/Control+System/221001_165651/chopper.PNG

SNS AL TR

CHINESE ACADEMY OF SCIENCES China Spallation Neutron Source

R e ad | O g S e Lh 11:03 Q%2 Sl .l @ 11:04 Q55 il .l (D

® 10.1.236.126 O Attachment | IMG 20230327 105716.jpg ® 10.1.236.126
1z

[E ) 9 rorscavonwin: e oo s o
=

Control System

Message ID: 1096
Entry time: 2023-04-17 10:57

Author: EM

Attach IMG 20230327 100633,
Author wanglin@ihep.ac.cn 2ttac ent (202303 00633rg
Email: ’

—

IOWDESSCHWARZ  RTM3004 - Oscilloscape - 5 GSais - 10-bit ADC

Category: Report

System: DTL

Subject: elog test

elog test 123456

Attachment | IMG 20230327 105716.jpg

1

?7 < ) gttachment IMG 20230327 100057.jpg

o W .

&) PONDRASCHWARE W00t - uctoscosn 5 080h - 100w A0

Mobile log page
< O (] < O = < ®, a Page 18
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User login o '
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‘Username ‘

. Purposes ‘Password |

"] Keep me logged in on this
computer for the next 24 hours or

— Authenticate user

Forgot password?
Register as new user

User authentication page
— Extract log field options Les

« - C O & elog.csns.ihep.ac.cn/Control+System/?cmd=New bd Lo =2

— Login from Node.js using session ID

= Category*

Control System

Logged in as "EH"
= System*
. [Submit] [Preview} [Delete]
—_ EXt ract u S er I n fo Fields marked with * are required
Entry time: 2023.04.17 15:41
Author: EN
" U S e r n am e Author Email: wanglin@ihep.ac.cn
= PasswordHash Category s seedt
. Icon: - please select - D.O&O&Oﬂ
u Em all .. shift Summary o 5 te O pTL O Vacuum O MPS O FPS O Linac RE O Inj Ext O Collimator () Striping Foll O Server O Network
) S 3 Report h O Temperature O Inspection () BeamCommissioning
= DisplayName — Reply |
Please enter your messag¢ Fault
\aSuurce Eﬁﬁme [ﬁlﬁ ™ ~ Q 3 Lg g‘
| = Resolved | ~d | |
B I US % ipnerance |- E(» B[Elz 2=l e mam=00=z2d K
[ Styles > ] I Normal | Manual ] [ Size - ] [ A- '] e =l I @ [-
Par: it
Field options
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 Login steps in backend

Stepl: Authenticate user and return
session id

Step2: Use the session id to double
check login status

Step3: Use the session id to open
log creating page and extract log
field options and user info

On success, log field options and
user info are stored in browser
local storage

« Server URL example

http://elog.csns.ihep.ac.cn/Control+

Mobile
Frontend

Login

Local storage

username
password

China Spallation Neutron Source

User info
Log options

System

login result
user info

log options

Mobile Elog
Backend username Server
password .
Step 1 | login
) user validity page
session id
session id R
Step 2 logbook
< : page
login result
session id ) Log
Step 3 create
-
log field options page
user info

Login steps
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User login
 Login status

— Elog server returns “Invalid user name or password!” HTTP 200 on failure

— Elog server returns “redir’ HTTP 302 on success

POST v http://elog.csns.ihep.ac.cn/Control+System POST o http://elog.csns.ihep.ac.cn/Control+System

Params Autharization Headers (10) Body ®» Pre-request Script Tests Settings Cookies Params Authorization Headers (10) Body = Pre-request Script Tests Settings Cookies
@ none @ form-data @ x-www-form-urlencoded 0 raw @ binary @ GraphQL @ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL
Key Value Description +++  Bulk Edit Key Value Description -o«  Bulk Edit
el wanglin uname wanglin
upassword secret upassword secret
Kay Value Descrintion Kev Value Nescrintinn
Body Cookies (4) Headers (8) TestResults @ 200 Document follows 29 ms 1.94 KB [2) Save as Example  soa Body Cookies (4) Hsaders (10) Test Results @ 302Found 131ms 5128 [5) Save as Example  eoo
Pretty Raw Preview Visualize HTML ~ = ) Q Pretty Fa Ersla ViR Text = o Q
11 = )
12 <bedy OnLoad="document.forml.uname.focus();"> 1 <html>redir</hTml>
13 <form name=forml method="POST" action="./" enctype="multipart/form-data"> 2
14
15 <input type=hidden name=redir value="">
16 <table class="login_frame" cellspacing=0 align=center>
17 <tr>
18 <td class="login_title">Please login</td>
19 </tr>
20 <tr>
21 <td class="dlgerror'>Invalid user name or password!</td>
22 </tT>
23 <tr>
24 <td class="login_form">
25 <span class="overlay_wrapper">

26 <label for="uname" id="uname" class="overlabel":>Username</label>

Login failure Login success Fage 1



utron sburce

User login
Password hash

— Elog server uses “SHA256-based Unix crypt implementation”
— Python passlib library can generate the same result
— Elog mobile client uses unixcrypt package which perfectly works

— PasswordHash will be stored in browser local storage and send to
Elog server for log write operations in future.

(@] ) https//www.npmjs.com/package/unicrypt s M 1= L % _ly
Elog crypt
v Narcissistic, Perfectly Modest Pro Teams Pricing Documentation
NAM  Q seorch pockese: “ Senvp  signin
): > passlib
unixcrypt B8
1.2.6 » Public + Published 19 hours ago
[©) Readme i code (Bea & 0Dependencies & 4Dependents @ 20 Versions
Unixcrypt for Node.js nstall
) Node js 14.x, 16.x, 18.x bulldpassing! npm 1 unixcrypt
A Node.js module for encrypting and verifying passwords according to the Repository
SHA-256 and SHA-512 Crypt standard: @ github.com/markusberg/unix... ib or 5 pt
https://www.akkadia.org/drepper/SHA-crypt.txt . 56_cry sing(s 1t rounds=5000) .hasl‘u(passwc:r‘d) [4:1
Dependencies Homepage e] password. startswith( N
P & github.com/markusberg/unix... 'n password[4: ]
This package has no external dependencies. It uses the cryptographic + Weekly Downloads
facilities buil Node.i 'n password
acilities built into Node. js. 3,427
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User Iog I n ma “all Lal = () @ 11:56

@6 “all Sl T % @ 1156 BB @ % @ 11:56 @8 “ul %l = 5 @ 11:56 ® 10.1.236.126 Q

G T O @ 10.1.236.126 Q ® 10.1.236.126 Q

T T @ew=  [Eewe ]
Success X
- O User info
. ~
Login X Eegeeddn Control System
() Logout
Username
« < 1 2 3 > » « < 1 2 3 > »
User info X
Password #1112 2023-03-31 09:49 #1112 2023-03-31 09:49 _
username: wanglin
T wanglin@ihep.ac.cn FHK wanglin@ihep.ac.cn
displayName: EHK
e @2 e 2
email: wanglin@ihep.ac.cn
X Cancel v OK J !
X Close
_ #1111 2023-03-31 09:47 #11M 2023-03-31 09:47
89 FHk wanglin@ihep.ac.cn FAK wanglin@ihep.ac.cn
2 3 4 5 6 7 8 9 0 qdq @3 qqq @3
giwlelritiylujijolp
et WWW WWW
@ # $ % & * ( )
a s d f gh j k |
. B 65 B : : #1110 2023-03-31 09:44 #1110 2023-03-31 09:44
Z X C VvV b nm .
—_———— Fik wanalin@ihep.ac.cn Fk wanalin@ihep.ac.cn & o O 5
mE - cem < o o o e > 0 8
\Y O O J O a J O O
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Write logs

 Write operations
— Creating logs, editing logs, deleting logs

« All write operations are submitted using HTTP POST method
— Content-Type: multipart/form-data

e User credential

— Password hash is stored in local storage of the browser

— Username and password hash will be included in the submitting form

« Attachments
— Attachments are submitted in “attfile{N}” field

— Existing attachments can be adjusted using “attachment{N}” field when editing a log

« Server URL example

— http://elog.csns.ihep.ac.cn/Control+System

Page 24
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Wr i te I O g S Request payload

1 [ — 397968149948473879293101996685
2 Content-Disposition: form-data; name="Author"
« Createlogs -
4
S 39796814994847387929310199685
& Content-Disposition: form-data; name="Author_Email"
7
8 wanglin@ihep.ac.cn
o 39796814994847387929310199685
1@ Content-Disposition: form-data; name="Category"
11
12 Maintenance
1 5 39796814994847387929310199685
14 Content-Disposition: form-data; name="System"
* Reguest Headers (481 B) Raw C) 15
(7)  Accept: application/json, text/plain, */* 16 FP5
@ A - 1 39796814994847387929310199685
) ccept-Encoding: gzip, deflate . L. " . "
. 18 Content-Disposition: form-data; name="Subject
(7} Accept-Language: en-US.en:g=0.5 19
() Connection: keep-alive 28 111
(7) Content-Length: 1160 5 U 39796814994847387929310199685
(7) Content-Type: multipart/form-data; boundary= 39796814994047387929310199605 22 Content-Disposition: form-data; name="Text"
(7) Host: 10.1.236.126:3001 ;i 2
P .
- Origin: hittp://10.1.236.126 25 | o 39796814994047387929318199685
(2)  Referer: http://10.1.236.126/ 26 Content-Disposition: form-data; name="cmd"
(?) User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; n:109.0) Gecko/20100101 Firefox/111.0 W 27
28 Submit
. 39796814994847387929310199685
Request headers 32 Content-Disposition: form-data; name="unm"
32 wanglin
T U 39796814994847387929310199685
34 Content-Disposition: form-data; name="upwd"
35
36 SRSGMIX1/t9DBIEfwWLeX. BrM/bgw3q0FYNBHExvEz]1
=Y JB 397968149948473879293108199685- -
38

Request payload

Page 25
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Request payload

Write logs
 Editlogs

----------------------------- 1785414881868934393973744550
Content-Disposition: form-data; name="edit_id"

----------------------------- 178541488188934393973744550
Content-Disposition: form-data; name="Author"

0O = O LA s b b
[
=
e
[#5]

FAF
1 I R e 178541488186934393973744558
18 Content-Disposition: form-data; name="Author_Email"
11
12 wangling@ihep.ac.cn
i e 178541488186934393973744558
14 Content-Disposition: form-data; name="Category"
15
+ Request Headers (479 B) Raw 16 Maintenance
o~ ) . i e 178541488186934393973744558
;?i Acceots application/son, text/plain. */* 18 Content-Disposition: form-data; name="System"
(7} Accept-Encoding: gzip, deflate 19
(7)  Accept-Language: en-US.enig=0.5 28 FPS
(7)  Connection: keep-alive S e 178541488186934393973744558
(7) Content-Length: 1262 22 Content-Disposition: form-data; name="Subject"
() Content-Type: multipart/form-data; boundary= 170541488180934393973744550 23
(7) Host: 10.1.236.126:3001 24 111222
(7)  Origin: httpy//10.1.236.126 25 TTTTTTTTTTTTTTTT T 1?954143231399?43939?3?44559
) Referer: httpy//10.1.236.126/ ;? Content-Disposition: form-data; name="Text
(%) User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0 v 28 293333
29
E ] I e e e 178541488186934393973744558
RequeSt head ers 31 Content-Disposition: form-data; name="cmd"
32
33 Submit
E L e 178541488186934393973744558
35 Content-Disposition: form-data; name="unm"
36
37 wanglin
E L e 178541488186934393973744558
39 Content-Disposition: form-data; name="upud"
48
41 SRSGMIX1/toDBIEfWLEX. 8rM/bgu3qO0FYNBHEXVBZzI1
L e e L T T 178541488186934393973744558- -
43

Request payload Page 26



AP TIR

CHINESE ACADEMY OF SCIENCES China Spallation Neutron Source

Write logs

 Delete logs

Request payload

1 | mmmmm oo 1712797333417412423630142642
2 Content-Disposition: form-data; name="edit_ id"
3

_Request Headers (479 B) Raw a 1808

(7)  Accept: application/json, text/plain, */* B | o 1712797333417412423630142642

(7)  Accept-Encoding: gzip, deflate 6 Content-Disposition: form-data; name="jcmd"

(7)  Accept-Language: en-US,eniq=0.5 7

- P . guag . a 3 XDelete

D) Connection: keep-alive  J 1712797333417412423630142642

(2) Content-Length: 669 18 Content-Disposition: form-data; name="cmd"

C‘?) Content-Type: multipart/form-data; boundary=---------=---c—-cmeeeeoev 1712797333417412423630142642 11

@ Host: 10.1.236.126:3001 ﬁ pelere 1712797333417412423630142642

."‘-?—\. ERE. DT T s I e = =i I~

- Origin: http://10.1.236.126 14 Content-Disposition: form-data; name="unm"

(7)  Referer: hitpy//10.1.236.126/ 15

(‘?) User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko,/20100101 Firefox/111.0 ~ 16 wanglin
1 O 1712797333417412423630142642
18 Content-Disposition: form-data; name="upud"
19

Request headers 26 /RSGMIX1/tOD@IEfuLeX.8rM/bgu3qOFYNBHExvEZI1

. 1712797333417412423630142642 -
22

Request payload
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Write logs

@a “al “all = @ 3 == 12:09 @8 “al “al T Q)35 @ 12:13 ma Sl “al & o5 @) 12:13 me “al 5l S Q)% @ 12:17 ma “ul “al & [NEJC IRPRE]

Q ® 10.1.236.126

= — o .

2 elog = (& o0 = [osn [ Y] (£ iog = (£ oo =
Control System A Submit

Control System - Control System Control System

@ 10.1.236.126 @ 10.1.236.126

O ® 10.1.236.126 Q Q @ 10.1.236.126 Q

Fields marked with * are required .
: # Edit
« < 1 2 3 > » Entry time: | 2023-03-31 12:12 « < 1 2 3 > »
M ID: 1113
Author: FH essage
#1112 2023-03-31 09:49 #1113 2023-03-3112:13 Entry time: 2023-03-31 12:13
Author wanglin@ihep.ac.cn
EHk wanglin@ihep.ac.cn Email: EHk wanglin@ihep.ac.cn Author: K Message confirmation X
e @2 Category™: Report X v Elog mobile web client test &1 Author wanglin@ihep.ac.cn
Email: 0 Really delete this entry?
f 5 test 1234567890
System™: DTL X v € Category: | Report
ject*: : : System: DTL X Cancel v OK
#1111 2023-03-3109:47 Subleces Elog mobile web client test #1112 2023-03-31 09:49
Subject: Elog mobile web client test
FH# wanglin@ihep.ac.cn test 1234567890 K wanglin@ihep.ac.cn
test 1234567890
qaq &3 e @2 '
Attachment | IMG_20230327_105716.jpg
www f 1:
— ] V)
Attachments —_ e
#1110 2023-03-31 09:44 #1111 2023-03-31 09:47 .
FHk wanalin@ihep.ac.cn Sl IMG_20230327_105716jpg FHK wanalin@ihep.ac.cn ‘ :
« > 0 @ « > 0o & = - O DA SR S « - 6 & =
< O O < o) m q ® m < © O < O O
Before creating Creating new log Log #1113 created Reading Log #1113 Deleting Log #1113
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Suggestion to PSI Elog

Access control

— Prevent unauthorized operations

#1 Ul guard

— Does not display unauthorized content

#2 Authentication

— Verify user credential

#3 Authorization

AP TIR

China Spallation Neutron Source

web application

#1 Ul guard #2 Authentication
Ul Business logic Data
#3 Authorization

Access control in a web application

— Verify user permission, e.g. one user should not

modify or delete data created by others

Page 29
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Suggestion to PSI Elog

< - C O 8 elog.csns.ihep.ac.cn/Control+System/915 w L & =
Control System Logged in as "FHk"

[K] q > Dl] List | Find | New{] Edit | Beply | Duplicate | Config | Logout | Help
Message ID- 915 Entry time: 2020.05.11 1078~
Author: zhang yuliang
Author Email: zhangyl@ihep.ac.cn

Category: Maintenance
Icon: ﬂ
System: Server
Subject: s EiEFPSEHM3 PV

<channel><name>ACC_RCS_CO:::FP5_CntScan</name> <period>1.0</period><monitor/></channel>
<channel><name>ACC_RCS_CO:::FPS_Cnt10s</name><period>1.0</period><monitor/></channel>
<channel><name>ACC_RCS_CO:::FPS_Cnt10sTrig</name> <period>1.0</period><monitor/></channel>

Main page

Trying to edit a log written by others

%

China Spallation Neutron Source

C O & elog.csns.ihep.ac.cn/Control+System/915?cmd=Edit w

Only user zhang yuliang can edit this entry

@
&
Cr
I,

PSI Elog prohibit this operation from the web page
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Suggestion to PSI Elog
 PSI Elog provides Ul gurad.

PSI Elog also provides authentication.
« However, PSI Elog does not provide authorization in business logic.

« |lcansendan HTTP POST request to delete logs written by other people using my user credential.
This behavior was discovered when | was developing the mobile web client.

« Version at CSNS

— elog-3.1.3-1 web application
#1 Ul guard@ #2 Authentication@
Ul Business logic Data

/#3 Authorization .

Access control in PSI Elog

Other HTTP Client —

Page 31
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Suggestion to PSI Elog

« Example

- The following HTTP request can use my credential to delete the log with 1111 msgld written by another user

- Content-Type multipart/form—data; boundary= 1483453350606257598207898396

1483453350606257598207898396
Content—-Disposition: form—data; name="edit id”
1111

1483453350606257598207898396
Content-Disposition: form-data; name="jcmd”
XDelete

1483453350606257598207898396
Content-Disposition: form—data; name="cmd”
Delete

1483453350606257598207898396
Content-Disposition: form—data; name="unm”
wanglin

1483453350606257598207898396
Content-Disposition: form—data; name="upwd”
/RSGMJX1/t9DOIEfwLOX. 8rM/bgw3qOFYNBH6xv8z]J1
1483453350606257598207898396——

« Suggestion: Provide authorization for POST operations in business logic in Elog future versions.
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Summary

The mobile web client is developed and deployed for the PSI Elog deployed at CSNS.
 Itisimplemented by parsing and submitting HTML format data.

* It may not work for PSI Elog deployed at other sites.

« Theideaand implementation may be helpful to other sites.

e Link for mobile web client at CSNS

— https://github.com/wanqglin86769/elog-mobile

« Development team

— Design & Implementation: Lin Wang wanglin@ihep.ac.cn

— Line Manager: Yuliang Zhang zhangyl@ihep.ac.cn
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