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Scenario

• CSNS passed the national inspection and acceptance on August 2018

– Shifted from beam commissioning to reliable operation.
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The composition of CSNS Phase 1 Bird’s eye view of CSNS campus taken in 2022
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Scenario

• PSI Elog has been used at CSNS since 2016 and has stored more than 19000 logs.

• Links for PSI Elog

– https://elog.psi.ch/elog/

– https://github.com/paulscherrerinstitute/py_elog

4Home page

https://elog.psi.ch/elog/
https://github.com/paulscherrerinstitute/py_elog
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Scenario

5Logbook page
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Scenario

6Log creating page
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Scenario

• Recent years, users at CSNS want to access Elog using 

smartphones.

• However, PSI Elog itself does not provide responsive or 

separate pages for small screen devices.

• Therefore, We decided to develop the mobile web client for 

PSI Elog.

• Note: different facilities may deploy PSI Elog with different 

customizations, so the mobile web pages developed at 

CSNS may not work for other facilities.

• This presentation is intended to describe the idea and 

implementation, which may be helpful to others.
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Elog display in small browser window
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Design

• Architecture

– Frontend: provides mobile web pages using Vue.js framework and PrimeVue component library.

– Backend: accesses Elog server, parses and posts HTML data and provides a REST API using Node.js.

• Why not just frontend

– Browsers' CORS (Cross-Origin Resource Sharing) mechanism prevents the frontend JavaScript from 

retrieving data from the Elog server.

– Parsing HTML data within mobile backend can get better performance than within mobile frontend.

8Architecture
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The HTTP communication mechanism of PSI Elog server is analysed using Wireshark, Postman, browser's F12 
development tool and Elog python API.

Wireshark Postman

py_elog
Browser dev tool
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Read logs

10Home page

• Home page, logbook page and log page for mobile web client
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Read logs

11HTML for home page

• Extract logbook info according 

to CSS class

• Logbook info

– Logbook group

– Logbook name

– Count of entries

– Last submission

• CSS class

– .selgroup

– .sellogbook

– .selentries

• Server URL example

– http://elog.csns.ihep.ac.cn

http://elog.csns.ihep.ac.cn/
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Read logs

12

Mobile home page
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Read logs

13Logbook page
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Read logs

14HTML for logbook page

• Extract all log IDs in a logbook 

according to CSS class

• Download logs one by one

• CSS class

– .list1

– .list2

– .listdraft 

• Server URL example

– http://elog.csns.ihep.ac.cn/Control

+System

http://elog.csns.ihep.ac.cn/Control+System
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Read logs

15

Mobile logbook page
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Read logs

16Log page
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Read logs
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Log text

• Extract log info from log text

• Log info

– MID

– Date

– Author

– Author Email

– Category

– System

– Subject

– Content

– Attachments

• Server URL example

– http://elog.csns.ihep.ac.cn/Control+System/

1096?cmd=download

– http://elog.csns.ihep.ac.cn/Control+System/

221001_165651/chopper.PNG

http://elog.csns.ihep.ac.cn/Control+System/1096?cmd=download
http://elog.csns.ihep.ac.cn/Control+System/221001_165651/chopper.PNG
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Read logs
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Mobile log page
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User login
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Field options

• Purposes

– Authenticate user

– Login from Node.js using session ID

– Extract log field options

▪ Category*

▪ System*

– Extract user info

▪ Username

▪ PasswordHash

▪ Email

▪ DisplayName

User authentication page
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User login

20
Login steps

• Login steps in backend

– Step1: Authenticate user and return 

session id

– Step2: Use the session id to double 

check login status

– Step3: Use the session id to open 

log creating page and extract log 

field options and user info

– On success, log field options and 

user info are stored in browser 

local storage

• Server URL example

– http://elog.csns.ihep.ac.cn/Control+

System

http://elog.csns.ihep.ac.cn/Control+System
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User login

21
Login success

• Login status

– Elog server returns “Invalid user name or password!” HTTP 200 on failure

– Elog server returns “redir” HTTP 302 on success

Login failure
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User login

22py_elog crypt

• Password hash

– Elog server uses “SHA256-based Unix crypt implementation”

– Python passlib library can generate the same result

– Elog mobile client uses unixcrypt package which perfectly works

– PasswordHash will be stored in browser local storage and send to 

Elog server for log write operations in future.

Elog crypt

unixcrypt package
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User login

23
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Write logs

24

• Write operations

– Creating logs, editing logs, deleting logs

• All write operations are submitted using HTTP POST method

– Content-Type: multipart/form-data

• User credential

– Password hash is stored in local storage of the browser

– Username and password hash will be included in the submitting form

• Attachments

– Attachments are submitted in “attfile{N}” field

– Existing attachments can be adjusted using “attachment{N}” field when editing a log

• Server URL example

– http://elog.csns.ihep.ac.cn/Control+System

http://elog.csns.ihep.ac.cn/Control+System
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Write logs

25

• Create logs

Request headers

Request payload
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Write logs
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• Edit logs

Request headers

Request payload
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Write logs
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• Delete logs

Request headers

Request payload
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Write logs
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Before creating Creating new log Log #1113 created Reading Log #1113 Deleting Log #1113
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Suggestion to PSI Elog
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• Access control

– Prevent unauthorized operations

• #1 UI guard

– Does not display unauthorized content

• #2 Authentication

– Verify user credential

• #3 Authorization

– Verify user permission, e.g. one user should not 

modify or delete data created by others 

Access control in a web application
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Suggestion to PSI Elog

30

Trying to edit a log written by others PSI Elog prohibit this operation from the web page
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Suggestion to PSI Elog
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• PSI Elog provides UI gurad.

• PSI Elog also provides authentication.

• However, PSI Elog does not provide authorization in business logic.

• I can send an HTTP POST request to delete logs written by other people using my user credential. 

This behavior was discovered when I was developing the mobile web client.

• Version at CSNS

– elog-3.1.3-1

Access control in PSI Elog
Other HTTP Client
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Suggestion to PSI Elog
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• Example

– The following HTTP request can use my credential to delete the log with 1111 msgId written by another user

– Content-Type multipart/form-data; boundary=---------------------------1483453350606257598207898396

-----------------------------1483453350606257598207898396
Content-Disposition: form-data; name="edit_id"
1111
-----------------------------1483453350606257598207898396
Content-Disposition: form-data; name="jcmd"
XDelete
-----------------------------1483453350606257598207898396
Content-Disposition: form-data; name="cmd"
Delete
-----------------------------1483453350606257598207898396
Content-Disposition: form-data; name="unm"
wanglin
-----------------------------1483453350606257598207898396
Content-Disposition: form-data; name="upwd"
/RSGMJXl/t9D0IEfwL0X.8rM/bgw3qOFYNBH6xv8zJ1
-----------------------------1483453350606257598207898396--

• Suggestion: Provide authorization for POST operations in business logic in Elog future versions.
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Summary

• The mobile web client is developed and deployed for the PSI Elog deployed at CSNS.

• It is implemented by parsing and submitting HTML format data.

• It may not work for PSI Elog deployed at other sites.

• The idea and implementation may be helpful to other sites.

• Link for mobile web client at CSNS

– https://github.com/wanglin86769/elog-mobile

• Development team

– Design & Implementation: Lin Wang     wanglin@ihep.ac.cn

– Line Manager: Yuliang Zhang    zhangyl@ihep.ac.cn
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https://github.com/wanglin86769/elog-mobile
mailto:wanglin@ihep.ac.cn
mailto:zhangyl@ihep.ac.cn
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