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Why?

• Most recent internet 
protocol
Introduced 1995,
Internet Standard 2017

• IPv4 addresses are 
limited

• IPv6 transition plans
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Basics

IPv4 IPv6
4-byte address 16-byte address and thus different IP header

Decimal notation
127.0.0.1,
160.91.134.109

Hex notation
0000:0000:0000:0000:0000:0000:0000:0001 =     ::1
fe80:0000:0000:0000:020c:29ff:feab:2e3c    =     fe80::20c:29ff:feab:2e3c

.. With port:
127.0.0.1:5076

.. Uses [ip]:port
[::1]:5076
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Good News

IPv4 IPv6
DNS gives IP4 address DNS can also give IP6 address

gethostbyname(“name” or “1.2.3.4”)
à sockaddr_in

getaddrinfo(“name” or “1.2.3.4” or “abcd:1234::1”)
à sockaddr_in or sockaddr_in6

Socket API:
connect(), bind(), send(), recv(), select(), 
read(), write(), …, close() 

THE SAME!!

TCP THE SAME!!

è Porting C/C++/Java/python/.. code can be as simple as using getaddrinfo()
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EtherIP driver/device (Allen-Bradley Control Logix PLCs)

😎 Now supports 
IPv6

😢 No PLC to
talk to, yet

We use “UCMM” mode via a 
TCP connection and can 
connect via IPv4 or IPv6, not 
passing any network addresses 
inside protocol messages.
There are EtherNet/IP messages 
that embed network addresses, 
which are IPv4-only and will 
require protocol updates to 
support IPv6.
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Details…

IPv4 IPv6
TCP THE SAME!!

Sockets in fact default to bilingual “tcp46” type.

But beware:
1) Program A creates tcp4 socket, binds to port 1234
2) Program B creates tcp46 socket, binds to port 1234

à Succeeds!
Program B believes it owns that port,
but it will only receive IPv6 traffic.
IPv4 goes to Program A 

à PVA server tests tcp4 socket on port
before creating tcp46 socket

UDP:  unicast,
broadcast,
multicast (seldom used?)

UDP: unicast,
NO broadcast,
multicast (allegedly improved with

predefined multicast address ranges)

IP addresses in PV Access protocol 
(search response, …)
always reserved 16 bytes.

Channel Access uses 4-byte 
addresses in protocol messages…
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No Broadcast?

Channel Access and PV Access, on IPv4, broadcast to resolve PVs

• Unicasts only received by one listener

• Broadcast can reach multiple IOCs per host

Multicasts ff..: offer the same idea:

ff02:... Link-local multicast

ff02::1 Link-local “all nodes” multicast, basically broadcast

ff02::42:1 Suggestion for PV Access Name Search multicast
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IPv6 Address Caveats

• Many computers only have auto-assigned 
link-local addresses
– Start with fe80:…,  end with   %interface
– Example: fe80::9f:5ea2:ea66:1a00%en6

• Multicast address needs to be used with 
interface
– [ff02::42:1]@en6

• `/sbin/ifconfig` can be long,
hard to support EPICS_PVA_AUTO_ADDR_LIST
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Configuration
Server:

EPICS_PVAS_INTF_ADDR_LIST
– “0.0.0.0 [::]” All interfaces, IPv4 and IPv6
– “[::]” .. IPv6 only
– “[::1]” IPv6 localhost only
– “[::]   [ff02::42:1]@en6” IPv6, any interface + Multicast

Client:

EPICS_PVA_AUTO_ADDR_LIST=NO

EPICS_PVA_ADDR_LIST
– “[::1]” IPv6 unicast to localhost
– “[ff02::42:1]@en6” Multicast
– “[fe80::9f:5ea2:ea66:1a00]@en6” Unicast to IP
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TCP Name Resolution

• Server always responds to name searches via its TCP port

• Client needs to be configured to
not use UDP

• EPICS_PVA_AUTO_ADDR_LIST="NO"
• EPICS_PVA_ADDR_LIST=“”

and instead use TCP
• EPICS_PVA_NAME_SERVERS="[::1]:5075”                                           for ”localhost” test
• EPICS_PVA_NAME_SERVERS="[fe80::9f:5ea2:ea66:1a00]:5075”     for some host

This can be a good way to connect to the gateway!
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Gateway can bridge IPv4 / IPv6

p4p gateway

IPv4

IPv6

(optionally only TCP)

IOC IOC IOC IOC

GUI GUI GUI

PLC Older IPv4-only device

Office 
Network

Controls 
Network
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PV Access Implementations

C++: PVXS
• pvxget, pvxmonitor, …
• p4p python binding,
• p4p gateway

Java: core-pva
• CS-Studio (phoebus)
• Matlab

Not supported by older libraries
C++: pvAccessCPP

• EPICS base ‘qsrv’
Java: pvAccessJava

• CS-Studio (Eclipse)

è “PVXS in your IOC”,
Michael Davidsaver
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Summary

Latest PV Access implementations support IPv6
✓ ”Multicasts” instead of “Broadcasts”,   ff02::42:1@interface
✓ Optional TCP-only mode
✓ Gateway can bridge IPv4 / IPv6

At this time,
☐ Little operational experience
☐Mostly auto-assigned link-local IPv6 settings
☐Best use EPICS_PVA_AUTO_ADDR_LIST=NO,

set EPICS_PVAS_INTF_ADDR_LIST
and EPICS_PVA_ADDR_LIST


