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Policies recently reviewed by the POB  

▪ New Policy on “Bring your own Device” and updated Policy on 
“Computer Security Life Cycle” SEMD/Cybersecurity Team – 
March 13, 2024 

▪ Policy on “Appointments for retired Guests and Scientists 
Emeriti” CRO Office – March 7, 2024 

▪ New Policy on User/Affiliate (Non-Employee) Extended 
Assignment Per Diem Reimbursement from Finance – February 
29, 2024

▪ Policy on Fermilab Email Accounts with FSO directive – 
February 21, 2024

▪ Policy on Vulnerability Prioritization – Cybersecurity Team – 
February 2, 2024

▪ Policy on Vacation Time & Policy on Any Reason Leave – HR – 
January 26, 2024 
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Policy on Fermilab e-mail accounts    

▪ Technically, this policy is not new, but it was never 
migrated (or on the policy site). The changes in this 
policy are coming from a directive from the Site 
Office to stop the practice of forwarding lab email 
to personal email by March 1st. ITD would like to 
begin communicating this change on February 26th.

Submitted to POB on 2/21/2024 – Owner Jon Bakken

Implemented
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Policy on Bring Your Own Device    

▪ The Cybersecurity Team has developed this policy 
to establish the minimum requirements and 
standard approach for when and how employees, 
affiliates and users can use their personally owned 
laptops and smartphones to access Fermilab Office 
365 systems and data.  

Submitted to POB on 3/13/2024 – Owner Matt Kwiatkowski/Chief Information Security Officer
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Policy on Bring Your Own Device    

This will need to be populated with info soon 
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Policy on Bring Your Own Device    

▪ Many comments and questions from members of 
the Policy Oversight Board.
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Policy on Bring Your Own Device    

▪ As per the User Support Manager
▪ Fermilab and Argonne are the first to implement these directives from 

DOE (it will roll out to the other labs in the future). The cybersecurity 
team is working closely with ANL to understand their implementation 
policy/procedure as well but most likely there is not another lab to 
benchmark against at the moment.

▪ My office has also suggested a survey of users/affiliates to understand 
their usage of the current systems and any impact that this policy will 
have on their access to the Fermilab systems and productivity. From 
the comments of the POB, it sounds like either employees should be 
included in that survey, or a separate one should be conducted for 
employees. It is my understanding from the cybersecurity team that 
the survey will be conducted following the implementation of the 
policy and will drive the development of their procedures for BYOD. 

V.P.
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Policy on Bring Your Own Device    

▪ Scientific Impact needs to be quantified
▪ Productivity reduction
▪ Employees working remotely at bigger fractions
▪ Fermilab not the preferred place for new hires; losing 

junior scientists who have more flexibility to move

▪ Monetary impact needs to be better quantified as 
well
▪ Is there a plan on how to provide additional cell-phones 

laptops to colleagues who need to respond quickly and 
need a Fermilab device. Do we have a sense how much 
this will cost? 
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Policy on Bring Your Own Device    

▪ Discussion between POB members and 
Cybersecurity POCs earlier this morning
▪ Goal: No CUI (Controlled Unclassified Information) on 

personal devices
▪ Policy needs to be rolled out by June 1, 2024 as per FSO 
▪ A Lab-wide communications message has been drafted 

3 weeks ago and is under review 
▪ In the meantime, new solution explored/under testing 

to allow read/write e-mails on personal devices but not 
copy or download within the “office” environment – this 
is expected to reduce the impact of this policy to FRAM 
personnel and users/affiliates

▪ Work on the related Fermilab software to be installed  
expected to be completed by end of March

▪ MDM Web page to be updated in 2-3 weeks after that
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Policy on Bring Your Own Device    
▪ The worked upon-solution is expected to work OK for 

MACs and Windows environments; Linux will be more 
complicated 

▪ No budget foreseen to get Lab cell phones for 
everybody who does not want to download the 
Fermilab software on their personal devices

▪ The Fermilab Prohibited Products List can be found in:
https://cybersecurity-atwork.fnal.gov/fermilab-
prohibited-products-list/
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